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About NCCS

National Centre for Communication Security (NCCS), with headquarters at Bengaluru was
set up in 2018 with the objective to establish and operationalize a framework of security
testing and certification within the country. NCCS is mandated to prepare Telecom security
requirements/standards called Indian Telecom Security Assurance Requirements (ITSAR)

that address the country-specific security needs in the telecommunication landscape and
notify the same.



Document History

S1 Title ITSAR No. Version Date of Remark
no Release
1 Smart Camera ITSAR309062YYMM 1.0.0. DD.MM.YYYY | First release




Table of Contents

A) OULIINIE ..ttt Xiv
2 ) 0] o PN xiv
O T 0100 017755 41 1) 1PN xiv
CRAPLET 1 — OVEIVIEW ..eitiereeireesessesessesssessssssesssssssesssssssssssssssssssssssssssssssssssssssssssssssssessssssssssssssessssssssassasssssssanans 1
Chapter 2 - Common Security REQUITEMENTS. ... ssessssssessssesssssssesssssens 7
Section1: AUtheNtICAtION ... 7
A. Level-1 SeCurity reqUITEMENtS: ......ccnneenssesisessesssesessssessessssessssssessssssesssssssessssssssssssans 7
2.1.A.1 Default passwords and USEI NAIMES ... sssssssans 7
2.1.A.2 Hardcoded authentication credentials ... ———————— 7
2.1.A.3  UNIQUE PASSWOTAS .uvviririersseesesessessesssssesssssssssssssss s sssssssssesssssesssssssssssssssssssssssssssssssssssssssssasessssnes 7
2.1.A/4  MUILIPIE USET ACCOUNLS w.vvuiecerescerisesressessesses s s sssssssss s sssssssssss st s sssasssssasessanes 7

B. Level-2 Security REQUITEMENTS: ... sssssssssesssssssssssssssssssssssssssssans 8
2.1.B.1 Authentication Credentials...... o ceeneeeeeesneresseesseessssssessessssesssessesssesssessssssssssssssesssessssees 8
2.1.B.2  Username and PAaSSWOTA FESEL.....ourrreeeseessmersmesssessseessssssesssessessssssssesssesssesssssssesssessesssessssees 8
2.1.B.3  LOZICAl ACCESS weurrerrecereemeemeemeesssessesssessseessesssssssssssessssesssesssesssesssessssssssssssessssssssssssasssessssesmsssssesssasssessseees 8
2.1.B.4 Pairing and connecting with Other deVICeS ... eeeenrerneeeernresseesseessessseesssessesssessseeseees 8
2.1.B.5 Provisioned Credentials....eeenereeseesssessessseesseessessssssssessssssssssssssesssesssssssssssesssessssssssees 8
2.1.B.6 Changing authentiCation VAlUE ... reeeeernernmeeseesseesssssessessseessssssesssesssessssssssssessssssessssees 9
2.1.B.7 New and COMMON PASSWOIAS ...uuurrerreerreeserseesseessesssesssessseesssssssssssesssessssssssesssesssessssssssssssesssesssessssees 9
2.1.B.8 Changing authentication PASSWOTd.....ccouueeueerrmermeesseesseessesssesseesseesssessesssesssessssessssssessssssssssssees 9
2.1.B.9 Display of USEr Cred@NtIAlS.....comueureeeerreereeseeseessserssessseesseessesssesssessssssssessesssesssessssssssssssssessssssssees 9

C. Level-3 Security REQUITEMENTES: ..o sssesssssssssssssssssssssssses 9
2.1.C.1 Multi-factor authentiCation. ... ———————— 9
2.1.C.2 Trusted Computing Base (TCB) ... esssssssssssssessssssssessssssessssssssssans 10
2.1.C.3  Brute force Attacks....sss s 10
2.1.C4  LOCKING Of ACCOUNT...coiuiiuieiereereese et sessesse s sessse e sss s ss s s s 10

D Level-4 Security REQUITEMENTS: .........ovrereererreeresresnesressessessessessessessessessessessessessessessessessessesses 10

Nl ettt RS R R R R R R R R R R R R 10
Section 2: Identity ManageImMeNt. ... emernerressessesssssessessssssssssssesssssssssesssssssssssssssssssssssessssssssssssess 10

A Level-1 Security REQUITEMENTS: ... sessessessessessessessessessessessessessessessessesses 10
2.2.A.1 Physical and 10gical identifiers. ... seesssessesssessssssssessseens 10

B Level-2 Security REQUITEMENTS:. ... ssssssssessssssssssssssssssessens 11
2.2.B.1 Hardcoded unique ideNtity ..o eeeeenmeeeeseesseerssesseesseesseessesssesssessssesssesssessseessssssesssesssesssssssseens 11
2.2.B.2  ROOE Of TIUSE vttt sssssss st ssssss st ssssssssssssssssssssssssssssassssssssssssssssasssssssssssnsans 11
2.2.B.3 Consistent authentication SECUTILY....c.oeerrmerneesseerseesserseessees s ssessssssssssessssssssessseess 11

C Level-3 Security REQUITEMENT .. ... ssss e ssssssans 11

1 PP 11

D Level-4 Security REQUITEMENTS: ... ssessessessesseanes 11

NIl ettt R AR R SRR 11
Section 3: Authorization and acCeSS CONEIOIS......ou e senaees 12

A Level-1 Security REQUITEMENTS: ... ssessessessesseaes 12
2.3.A.1 Common authorization frameWOTK........i e 12

iv



2.3.A.2 Failure of aCCESS CONLIOIS. .. 12
2.3.A.3  DirECLOTY DIOWSINE c.ucurieecerienreeeesseeeesseessesssessessssssessssssssssssesssesssssss bt s st s s ssssssnsans 12
2.3.A.4 Manipulation of user and data attriDULES .......ovcrireeereenreerrereenec s 12
2.3.A.5  AcCeSS CONLIOL PIIVIIEEES ..cvueereereeeeereereetseisetseese s sss e s ssssssb st s 12
2.3.A.6  Protection againSt SPOOfING ......crienrnenreereeseireisseises s essesssss s sssssse s s st sasans 13
2.3.A.7 Access to sensitive iINfOrmMation ... sesssssssessssssssessseens 13
2.3.A.8 Controlled USEI ACCOUNT ACCESS .cuuwrrrrmrrmerseerrerserssessseessesssesssesssessssssssesssesssessssssssssssessssssssssssesss 13
2.3.A.9 Access to debug Capabilities ...t esse st 13
2.3.A.10 ReCOTAING Of AALA ..uiuieuiereererrereesseeeesreessesse st sssssesssssss bbb bt s bbb s b 13
2.3.A.11 Reset of authorized INfOrmMation.......o s ssessseens 14
B. Level-2 Security ReQUIreMENtS:. ... sessssssssssssssssssssens 14
NIl e 14
C. Level-3 Security REQUITEMENTS: ... ssssssessssssssssssssssssssssessens 14
2.3.C.1  TruSted SEIVICE JAYET ..ot reesesse s sss s ses s s sss st n st 14
2.3.C.2  Administration INTerfaces....... s 14
D. Level-4 Security REQUITEMENTS: ... ssssssssssssssssssssssssns 14
11 TP 14
Section 4: Securely storing sensitive information. ... 14
A. Level-1 Security REQUITEMENTS: ... ssessssssssssssssssssssssssssssssssses 14
11 TP 14
B Level-2 Security REQUITEMENTS: ... sssssssssssssssssssssens 14
2.4.B.1 Sensitive SECUTILY PATAMELETS ....coccrirrereemersersrersesessessessses s ssssse s ssssssssssessssans 14
2.4.B.2 Hardcoded SECUTitY PAramMELETS ....ccoccreeeseeseermersreesseesseesssessseessessssesssesssssssessssesssesssessssssssssseens 15
2.4.B.3  Secure StOring Of PASSWOTIAS .....cccuieieeernernmesreesseessessssessesssesssssssssssssssssssssssssssssssssssssssssssssssssesss 15
2.4.B.4 Salting and hashing Of PASSWOTIAS .......cuemeeneeeneernerseiseessess s ssss s ssssssssssssesas 15
2.4.B.5  DOTY P ettt se e b s s R R AR AR R 15
C. Level-3 Security REQUITEMENTS: ... sessessessessessessessessessessessenses 15
2.4.C.1 Secure provisioning of SECUTity PAramMeters..... o eneenseenmeeseesseesssessssssssssesssesssssssseses 15
2.4.C.2  Storing Of SENSITIVE AAtA.....coueeieeeeereereesseesseetsseeeesseessessseesse s sssess s ss bbb sssesssesssseses 16
2.4.C.3  Personal Identifiable INformation (PII])....c.ceeesneeneeseesseesssessssssesssesssesssssssseens 16

F OO =2 ) € D] 2PN 16
2.4.C.5  Secret St VAlUE....e s 16
2.4.C.6 Tamper-resistant storage of SEeNSitive data......oc e seesseens 16
2.4.C.7 Trusted Computing Base (TCB) ... esssssssssssssessssssssessssssesssssssssssans 17
2.4.C.8  ROT DACKE IDS ...coreerremeemeeseersesssessseessesssssessessssssessssssessseessessssssssssssessssssssssssesssessssssssssssesssssssssssseens 17
B/ O T 1 U3 2N o o T ) o 17
D Level-4 Security REQUITEMENTS:. ... ssssssssesssssssssssssssssesens 17
2.4.D.1 Cryptographic ROOt Of TIUST..ccmeeeereeereeseesseeseerssessseesseesseessesssesssessssesssessseessessssssssssssesssssssssssseens 17
Section 5: Make it easy for the user to delete data.........ovnenenrensenreneensenss e 18
A Level-1 Security REQUITEMENTS: ... ssessessessesseanes 18
2.5.A.1  EraSing USET LA ..cceeeeeeueeseerserssessseesseessssessessessssessesssessseesssssssssssssssessssssssssssasssessssssssssssessssssssssesas 18
2.5.A.2 Deletion of PErsONal data ....cocereeeeeeneeseeseesseesssessees s sssssssessessssssssssssesssesssesssseess 18
2.5.A.3 Conformation of personal data deletion ... seeesseens 18
B. Level-2 Security REQUITEMENTS:. ... ssssssessssssssssssssssssssesees 18
1 PP 18
C. Level-3 Security REQUITEMENTS: ... ssessessessesseanes 18



NIl e s 18
D. Level-4 Security ReQUIreMENtS: ... ssssssssssssssssssssens 18
1 TP 18
Section 6: Data Protection .......sssssssssssssssssssssssssaeans 18
A Level-1 Security REQUITEMENTES: ... ssesssssesssssssesssssssssssssssesssnes 18
2.6.A.1 Privacy notice about personal data COlleCtION .......ccccveereureereenecereennetreseeseese s 18
2.6.A.2 Authorization for recording data ... 19
2.6.A.3  Data reteNtioN POLICY ..o ceriereereereereesreessesseesesseessesssessessss s s ssssssss bbb ss st bbb 19
2.6.A.4 Consequences of sharing of personal data.........ncnneesses s 19
2.6.A.5 10T SEIVICE IAENTILY c.ueurieecereereeeeereeece sttt sesss s ss st s bbb s b 19
2.6.A.6 Re-assignment 0f SEIrVICe IdENTILIES .....cocrrerrerierreureenreireesei et 19
2.6.A.7  Data iN DIOWSET SEOTAZE -.covvueuremeerersreesesesssessssssessssssssssssesssesssssssssssssesssssss s sssssssess s s sssssssssasans 20
2.6.A.8 Clearance of authenticated data .......cceeerrermemeereeeeeeee s sssesssessseens 20
2.6.A.9 Remove or export data 0N demMand .......eereeeesneesseesnerseesseesssessessseesseesssessssssessssssssessseess 20
2.6.A.10 Updating of personal information .......oeeeeesneerneesnerseeseesssessessseesseesssessesssessssssssessseess 20
2.6.A.11 Telemetry data COLECHION ... eree e e sees s sees s sssesssessseens 20
B. Level-2 Security ReQUITEMENTS:. ... ssssssssssssssssssssens 21
2.6.B.1 Sensitive information iN MEeMOTY ... ssss s sssessssssssssssesas 21
C. Level-3 Security REQUITEMENTS: ....cconrneninsinesisessessssessesssesssssssesssssssssssssssssssssssssssssssssens 21
11 TP 21
D. Level-4 Security REQUITEMENTS: ... ssssssssssssssssssssens 21
1 TP 21
Section 7: Secure input and output handling ... 21
A. Level-1 Security REQUITEMENTS: ....ccenrreninsisesisessessssessesssessessssessssssesssssssssssssssssssssssssssens 21
1 TP 21

B Level-2 Security REQUITEMENTS: ... ssssssssesssssssssssssssssesens 21
2.7.B.1 Validation of input data and transferred data.........eeeeens 21
2.7.B.2  Validation of inputs and OULPULS .....cceereermeenresece et sssees s sssesssesssssssss s sssessssssssssseses 21
2.7.B.3  Verification of inputs and OULPULS ......coccrereemeeneeereeeneeenseissssseesssesssessseessssssssssssssssssessssssssssseses 21
2.7.B.4  Validation ChECKS ... sssssses 22
2.7.B.5 Validation of application OUtPUL data......ccercereeenreennerneeneeeseeesseesees s seessss s sssssseens 22
2.7.B.6  Warning regarding potentially untrusted CONtent........ooeneeereereeseeneceseensesseessesseessesseeens 22
2.7.B.7  Validation Of INPULS ...ccerceiereeereceeeeseeseesseesseessse e sssess st ssse s ss bbb s st ssseses 22
2.7.B.8 Structured data validation ... 22
C. Level-3 Security REQUITEMENTS: ... sessessessessessessessessessessesseses 23
2.7.C.1 HTTP parameter pollution attacks .....eereemeesneesseesserseeseesssessessseesseesssesssesssessssessssssseess 23
2.7.C.2 Mass parameter assignment attaCKS.....coeereeeesneesseesnesseesseesssessessseessessssesssesssessssssssessseses 23
2.7.C.3  0S cOMMANA INJECLIOMN coouveerereesreesseerseeessessessseessessesssess s ssssssessssssseesssesssesssesssesssss s sssesssessssesns 23
D. Level-4 Security REQUITEMENTS: ... sssss e ssssssssssssssssssessees 23
1 PP 23
Section 8: COMMUNICALE SECUTELY ... e s snnas 23
A Level-1 Security REQUITEMENTS: ... ssessessessesseanes 23
2.8.A.1 Cryptographic algorithms and PrimitivVes .........eeeeeesesesesesesssesseesseesseess 23
2.8.A.2 Internal or exXternal traffiC..... i 24
PRSI0 WG TN D0 0 T=1 0] VU o Fogtsy o T=Tor Ui Lol o0) o 3000 24
2.8.A4 Secure connection With remMOtE SEIVELS ..o eeneerseernerseesseesssessessssesseessssssesssesssesssssssseens 24
2.8.A.5 Access Via NetWOTK INTEITACE ... sssssss s sssssssssssssssans 24



2.8.A.6 Configuration changes via Network iNterface .......eenenmeensesecsseeseesessseesseeseeens 24

2.8.A.7  WED INTEITACES. ..o e seesssess s ss s s s 25
2.8.A.8 Communication of sensitive data between device and associated services.........c...... 25
2.8.A.9 Communication of personal data between device and web interface .........cccoueereuneenn. 25
2.8.A.10 Sensitive data through HTTP MESSAZE......ccvuerirrmeurienreereererrsesserneessessesssssessssssesssssssssssssssssssssans 25
B. Level-2 Security ReQUIreMENtS:. ... sssssssssssssssssssens 26
2.8.B.1 End-user security and pPrivacy alerts...... s esssssssssssssans 26
2.8.B.2 Authentication of data received from other deviCes .......oeeeeernernseesesseessseeseens 26
2.8.B.3 Authentication of connections at all levels of Protocols ......oneenenesneenseneesseeseenns 26
C. Level-3 Security ReQUIreMENtS:. ... sesssssssssssssssssssens 26
8 O 08 101 T BES7=) o4 ol PN 26
8 OO0 1 N 26
2.8.C.3  WEDSEIVET dEVICES...comiririsirisisssissssss s sss s s ssasssses 27
2.8.C.4 Verification of X.509 certificate - TLS ... 27
2.8.C.5  Certificate and KEYS - TLS .oreenreeeeseesseeisseeseessesssesssessssssssssssssssssssssssssssssssssssssssssssssssssessssssssesss 27
2.8.C.6  Client SErver MOAel ... ——————— 27
2.8.C.7 Insecure algorithms and CIPNETS ... essesseans 28
RS T O S T 253 o) E- |- L - (ol PP 28
2.8.C.9 Security for email NOtHfICAtIONS .ottt ss bbb saseees 28
D Level-4 Security REQUITEMENTS: ....cccnirenineinessessessssessessssessessssessssssessssssssssssssssssssssssssees 28
11 TP 28
NY=Teiu o) s 0 17 1024 ¢ o] 1|2 N 28
A Level-1 Security REQUITEMENTS: ....ccoerrnenineinessessessssessesssessessssessssssesssssssssssssssssssssssssssnes 28
/80 - W R 03 4 0 10T~ =1 0] 0 (ol o0 1 4 0] (=300 28
R0 - W/ O3 g 4 0 10T~ =1 0] 0L Coll 11 0] = o (=T3P 28
2.9.A.3  CryptographiC KEYS .ceeeecrrerseesseerseeeseessesseessesssssssesssesssesssssssssssssssssssssesssesssessssssssssssesssssssssssseses 29
2.9.A4 Cryptographic KeY Chail ..o sssees s sssesssssssseens 29
2.9.A.5 Secure SOUICES Of TANAOMIESS .....cereereemeeseereerrerssees s seessesssesssessssesssesssesssessssssssssssesssssssssssseeas 29
2.9.A.6 Provisioning of security parameters and KeYs.......coeeenerneeseesseesnsesssesssessseesseessseens 29
B. Level-2 Security REQUITEMENTS: ... sssssssssssssssssessens 30
2.9.B.1 Confidentiality, authenticity, and/or integrity of data.........enennneneeeneenneens 30
2.9.B.2  SECUIEd SESSIONS euueureruirsirssisssessssssssssssssss s ssssss s s bbb 30
2.9.B.3 Storage of sensitive unencrypted PArameters ... eeneeneeseesseesssssssessesssesssssssssssseens 30
2.9.B.4 Applications stored outside CPU’s core EEPROM.......ccoomneneenneensenneenecseesesseesesseesseeseenns 30
C. Level-3 Security REQUITEMENTS: ... sessessessessessessessessessessesseses 30
2.9.C.1  APIOF the TCBu.oeceeeeeeeesseessseesssesssessssessssessssessssssssssssssse st ssssessssesssssesssssssssessssessssessssssssssessasaseas 30
B85 O/ 1 1S3 2N o o T ) o 31
D Level-4 Security REQUITEMENTS:. ... ssssssessssssssssssssssssssens 31
NIl ettt R AR R SRR 31
Section 10: Minimize Exposed Attack SUIfaces ......ccorenencenenssnseseresssssessesssssessesessssssessens 31
A Level-1 Security REQUITEMENTS: ... ssessessessessesseanes 31
2.10.A.1 Removal of silk screens from PCBS.......iiisisssssssssssssssssssssssssessssssssssens 31
2.10.A.2 Secret keys in a device family ... sses s sssesssesssseens 31
2.10.A.3 Security of test/debug MOAES. ... sses e s sesssseens 31
2.10.A.4 Unused cOMMUNICAION POIES ..veereeereeseemeeseessessesssessseesssssssesssesssessssesssesssssssessssssssssssesssssssssssseeas 32
2.10.A.5 DebUZEING NEAETS. .ot sess s s sses s s 32



B. Level-2 Security REQUITEMENTES: ..o ssssse s ssesssssssesssns 32

2.10.B.1 Physical decapsulation, side channel and glitching attacks ........cconeenenseneenseeneenn. 32
2.10.B.2 Debugging and Testing TEChNOIOZIES ......cccoouerirnreurienreereererrsiseisecsseesesss s sesssssssssssans 32
2.10.B.3 Unofficially documented debug fEAtUIES ........coorneereenrerreeseeneceneensesseeseesesssesssessessesssssessssans 32
2.10.B.4 Unused network and 10@ical iINtErfaces......c.coumeneerremeensesernecsneensesssesessssssesssssssssesssssssssssans 33
2.10.B.5 SOfEWATE SEIVICES ..cuuremrresseeseerressessseesseesssesssesssessssessssssessseessessssssssesssessssssssesssasssessssssssssssessssssssssssesss 33
2.10.B.6 Software develOoPIMENTt PrOCESSES. ..ourrrrreersiseesssssrssessssssesssssessessssssssssssssssssssssesssssssssssans 33
2.10.B.7 Build environment of each application......c.coeeeneennensenseenecseensessiseeseesesssssessessesssesseeans 33
2.10.B.8 GPL-DASEA fIITNWATE .....eureererrersreesseerseerseeseeseessessesssessseessssssssssesssessssssssesssesssesssessssesmessesssessssesas 33
2.10.B.9 Safe equivalents fUNCHIONS ... reereerseeseesetseessesseessessss s ssssssssssssessss s ssssss s sssssssssasans 34
2.10.B.10BUIlAS Of SOUICE COUE.....cummerermreemseereeeseemsesseesse s sess s ssesss s ssssss s ss s s sessass e sssesssessssesns 34
2.10.B.11Compilers, version control clients, development utilities, and software development
KIES iR 34
2.10.B.12CoMPilation Of PACKAZES ....coccreueerreeesseesseesssesseesseessessssessssssssssssssssssssssssssssssssssssssssssssssssassssssssesss 34
2.10.B.13Release DUILAS....is s s 35
2.10.B.14Debug and release fiIrIIWATE ... eeneeneeeesseesseesseessesssssssessssesssssssssssssssssssssssssssesssssssssssseses 35
2.10.B.15DebUZ INFOIMALION .ovvrvrrvrreereeesectereseeseesseesesisse e sssese s s s s ss bbb s sanses 35
2.10.B.16DEDUG INTEITACE. ... ieeeeereereeereetsectsetessesse st sb s ss st s bbb s bbb bbb 35

C Level-3 Security REQUITEMENTS: ... sssssssssssssssssssssssssnes 36
L PN 36
D Level-4 Security REQUITEMENTS: ... ssssssssssssssssssssssssns 36
1 TP 36
Section 11: Vulnerability Management........coeenemressssssssesssssssssssssssssssssssssesssssssssssens 36
A Level-1 Security REQUITEMENTS: ... ssessssssssssssssssssssssssssssssssses 36
2.11.A.1 Vulnerability management related POLICIES ... eeereernrernmeeeerserreesseesseessseeseessessseesseessseens 36
2.11.A.2 Software Component TranSPaArENICY ... erereesseesseesseesessessessssesssesssesssesssesssesssessssssssssseses 36
2.11.A.3 VUINETrabilify SCANIET'S ..vuueeeesreesseerseeeseessessseessessesssessseesssssssssssssssessssssssesssesssessssssssesssesssesssesssseens 37
2.11.A.4 Hardening of cOMPIler langUaZE ......ccouueeeermernmeemmemsseesseessersessseesssessessseessessssessesssessssssssssseens 37
2.11.A.5 Third party and 0pen SOUICE SOtWATE........ccoerrereerreerseeenserseesseesssessessseesseesssessesssesssesssssssseens 37
B. Level-2 Security REQUITEMENTS: ... sssssssssssssssssessens 37
2.12.B.1 Abnormal NUMDET Of TEQUESLS ...cviuieeeereeereireesseesseesseesse s sssesssssssesssesssesssssssss s sssesssssssesssesas 37
C. Level-3 Security REQUITEMENTS: ... sessessessessesessessessessessessessessessessessenses 37
2.12.C.1 ReVIEW Of AEVICE OS .....ieeiriirienrssesseesssssssssssssssssssssssssssessssssssssssssssssssssssesssssssssssssssssssssssssessasssses 37
2.12.C.2 Continuous monitoring of security vulnerabilities.......oenmeneeenseenseenseeseeseeesseeseens 38

D Level-4 Security REQUITEMENTS: ... ssssssesssssssssssesssssessens 38
2.12.D.1 PenteSting SITAtEEY .....ciucrrerrereemerersrersessssssessesssesssessssssss s s ssssssssessssasessssssesseans 38
Section 12: Incident ManagemenTt ........cuerirneesrernessesssssess s sessses s sessssssssesssssssssssssesssssssssssssens 38
A Level-1 Security REQUITEMENTS: ..o sessessessessessessessessessessessessessessessessesses 38
2.13.A.1 Operational and SECUTILY BVENTS....cc.ceereererrrersseesseesseessessessssssssesssssssessessssssssesssessssssssssseess 38

B Level-2 Security REQUITEMENTS:... ..o ssssssessssssssssssssssssesees 39
2.13.B.1 Detection of potential iINCIAENLES......oucriereuriereereereireeseeecs et ss s sses s sseans 39

C Level-3 Security REQUITEMENTS: ... ssessessessesseanes 39
1 PP 39
D Level-4 Security REQUITEMENTS: ... ssessessessesseanes 39
NIl ettt st R R R R R R R R 39
Section 13: Make Systems Resilient t0 OULAZES .....cuurererrereemreeneesressesessesessssssessessssssessessssssssessens 39
A Level-1 Security REQUITEMENTS: ... ssessessessesseanes 39



2.13.A.1 Access control during initial CONNECHION........ovcrerreerecrreerereeeeseesee s sessseeens 39
B. Level-2 Security ReQUIreMENtS:. ... sessssssssssssssssssssens 39
1 TP 39
C. Level-3 Security ReQUIreMENtS:. ... sessssssssssssssssssssens 39
NIl e 39
D. Level-4 Security REQUITEMENTES: ... sessssssesssssssssssssssesssssssesssns 39
1 TP 40
Section 14: Keep Software Updated........omnrinnenssiessssssssssssssssssssesssssssssssssssssssssssssens 40
A Level-1 Security REQUITEMENTES: ... ssssssessssssssssssssssssssssesssnes 40
2.14.A.1 REMOLE UPAALE ..cviruirrereisesrssnesssssssssssss s sssssss s ssssssssssssssssssssssassssssassssssss s s sasssssssssssnsans 40
2.14.A.2 SECUTE UPAALE ..ucrieririseeeisessessesssssssssssss st ssssss s s s s ssssssssssssssssssss s sassssssssss s sasssssssssssnsans 40
2.14.A.3 Authenticate t0 UPAAte SEIVET ... sssssss s ssssssssssssssans 40
2.14.A.4 Authenticity of the UPAate....s s sssssssssssans 40
2.14.A.5 Automatic updates and/or update NotifiCations ........ceeenernmeeseeseesseenseeeesseesseesseeens 40
2.14.A.6 Checking for SECUTItY UPAALES ....ovceeeeeeemeerrerseeseesseesseessessessseesssessessssessessssssssssssesssssssssssseens 41
2.14.A.7 Notification during SOftware UPAate.........ceeeeereernerneeeessesseesseesseesssessesssessssssssessseess 41
2.14.A.8 Over-The-Air (OTA) UPAALE ..ocereeeeeeeereemeeseesseesssesssessseesseesssesssesssessssssssesssesssessssssssesssesssesssssssseens 41
2.14.A.9 Failure Of UPAALE ...ccoceeeeeeeeeerreerees s seeeseesessseessesssesssesssees s sssssssessssssssssssesssessssssssssssessssssssssssesns 41
B. Level-2 Security ReQUITEMENTS: ... sesssssss e ssssssssssssssssssssssens 42
2.14.B.1 Authenticity and integrity of SOftware UPdAtes ........cccrerneereernmersmeeseesseessseeseessessseesssesseeens 42
C Level-3 Security ReQUITEMENTS:. ... sessssssssssssssssssssens 42
2.14.C.1 Firmware-update throUgh PEET ...t ss s ssses s sseans 42
D. Level-4 Security REQUITEMENTS: ... ssssssssssssssssssssssssns 42
11 TP 42
Section 15: Ensure SOftware INTEGIILY ... sssssssssssssesssssssssssens 42
A Level-1 Security REQUITEMENTS: ..o sessessessessessessessessessessessessessessessesseses 42
2.15.A.1 Unauthorized phone home or data collection capabilities........c.reereeereernreereereesseeeneens 42
2.15.A.2 Permissions to privacy related features Or SENSOIS.....ccoueeerrmeeseesseesssessesssessseesssessseess 43
2.15.A.3 BACK QOOTS cureuieeeeeeereemeeseeseesssesssesssessseesssssssssssesssessssssssesssess s ssssss s sssass s sssesssesssessssesas 43
2.15.A.4 TIME DOMIDS.cuieeieeeereenseesreesees s seesseessseessesssees s sssssse s e s s s s s s s s nens 43
2.15.A.5 Minimum acCeSS PriVIIEGES ... eeeeereereeseesseerssesseesseesseessesssesssessssessessssessesssssssesssesssesssssssseess 43
2.15.A.6 OS cOMMANA lINE ACCESS w.corermrrmreemreereereemsemsseesseesssesssessseessssssssssssssessssssssesssesssesssssssss e sssesssessssesns 43
2.15.A.7 Device’s OS Kernel and SEIVICES .....ueeerernmesseesseesseessessssssseesssessesssssssssssssssesssessssssssssseess 44
2.15.A.8 Device's OS Kernel deSIN.....coeereeemeeeeseesseerssesssessseessesssesssesssessssesssesssssssessssssssesssesssessssssssesns 44
2.15.A.9 USEI INTEITACE wooveereeeemeeseeseessesssessseessessssssssssess s sssssess s s ss s s sses s sssnsas 44
2. 15 A TOLINUX.cotteuueesseessseessseesssesssssessssessssessssesssseessssessssessssessssesssseessssessssessssessssesssssessssessssessssessssessssssssssessaseseas 44
B. Level-2 Security REQUITEMENTS: ... sssssssssssssssssessens 45
2.15.B.1 INTEGIILY PrOTECTIONS. .o iieieecereesrerseeseeeesseesesse e sessse e ss s bbb s 45
2.15.B.2 Cryptographically SigNed COAE.....uinmnerireeseeneceseessesseesssseessesssssse s ssessssssesssssssssssans 45
2.15.B.3 Updation Of OS KETNEL ...ttt sssesecs s ss s ssssssssss s s ssessssassssssans 45
2.15.B.4 Persistent fileSYStEIM STOTAZE .....occrrueureenreurerreereesseiseesseseessessessesses s ssssssssss s sssessssssssssans 45
2.15.B.5 Address Space Layout Randomization (ASLR) and Data Execution Prevention (DEP)
45
2.15.B.6 Security features supported by the OS....... s 46
2.15.B.7 Separation architecture Of OS ... ssss s sssessssssssssans 46
C. Level-3 Security REQUITEMENTS: ... ssessessessesseanes 46



2.15.C.1 Secure DOOt INECHANISITIS .t b s ses bbb s s s s st e s s e 46

2.15.C.2 Controls against MaliCIOUS COAE ....vuurnrrrnrerirrrieieceseeseeseessssess s ssesssesssssssans 46
2.15.C.3 Unnecessary SErviCes reMOVAL.... o ienerernseueinsessesssesssssssssesssesssssssssssssssssssssssssssssssssssssans 46
2.15.C.4 Controls against MODIIE COAE......uierrereireeseieee e esesse s s st sssans 47
2.15.C.5 Detection of MaliCIOUS COUES....uummmmmrmmeerrersrersees s ssessseessessssssssssssesssessesssseens 47
2.15.C.6 Integrity Measurement Architecture (IMA)..... s ssesssssssssssans 48
D Level-4 Security ReQUIreMENtS: ... sesssssssssssssssssssens 48
1 TP 48
Section 16: Firmware and Bootloader SECUTILY ... 48
A Level-1 Security REQUITEMENTS: ... sessssssesssssssessssssssssssssesssns 48
2.16.A.1 Configuration Of fiIIWATE. ...t ses s ssssb e ss bbb ss s st 48
2.16.A.2 Design Of deVICE fIIMWATE.......cerreeeereeeetreeretseese e ss s sssss e ss bbbt s s 48

B Level-2 Security ReQUIreMENtS:. ... sessssssssssssssssssssens 48
L PN 48
C. Level-3 Security REQUITEMENTES: .....cccnrrenineinesssessesssssssesssessesssssssssssessssssssssssssssssssssssssens 48
2.16.C.1 SECUTE DOOL PIOCESS ..cvurremremserseesensseesseesssesssessseesssesssesssesssesssessssesssesssessssssssesssesssessssssssssssessssssssssseses 48
2.16.C.2 Authenticity of first stage Dot 10ader ... e ssseesseesseeens 49
2.16.C.3 Default/standard DOOt I0AdeT ... ssessseessessssessssssesssesseessseens 49
2.16.C.4 Authenticity 0f DOOt 10ader STAGES ... vemremeerrerrersreesseesseessesseesseesssessessseessessssesssesssessssesssessseses 49
2.16.C.5 Executable image of first-stage boot 10ader ... seesseeeseessessseesseessseens 49
2.16.C.6 BOOt10AAING ..iemiereereemeememseersesssees s seesssesssesssesssesssesssessseessessssssssssssessssssssesssesssessssssssssssesssssssesssseens 49
2.16.C.7 Direct MemOry ACCESS (DMA) . ceeeeeeseessresssesssessseesssesssssssssssesssssssessssssssssssssssssssesssssssesssseens 50
2.16.C.8 Sensitive information in boot 10ader STAgES ... eernerneereessnerreesseesseesseessesssessseesseessseens 50
2.16.C.9 Code loading 0f DOOt I0AAET ... ececeeeeeeseereersreesrees s seessessseessees e ssessseessessssssssesssesssesssssssseens 50
2.16.C.10CommUNICAtiON INEETTACES ..couremreeeceeerseeeesseeseersresssees s seesse e sssees s sssessseessesssssssssssesssesssesssseens 50
D Level-4 Security REQUITEMENTS:. ... sssssssesssssssssssssssssssssens 50
L PPN 50
Section 17: HArAWare SECUTILY .....cccuereucereeeeeseessesseseeseeseessessessessssssssesssssssssssssssssssssssssssssssssssssssssssaes 51
A Level-1 Security REQUITEMENTS: ..o ssessessessessessessessessessessessenses 51
2.17.A.1 Non-volatile MEMOIY'S CONTENLS ...coeumremeereerrrersreesseesseesseessersseesseesssessessseessesssssssesssessssssssesssesss 51
B Level-2 Security REQUITEMENTS:. ... sessssssss e sssssssssssssssssessens 51
2.17.B.1 Minimum Viable execution Platform ... 51
2.17.B.2 Security configuration of the platform........ninnnneeesees s seesseens 51

C Level-3 Security REQUITEMENTS: ... sessessessessessessessessessessesseses 51
2.17.C.1 CPU WatCRAOG . ceeeeeueemeeseeseessesssessseesseesssssssesssesssessssssessseessessssssssssssessssssssesssasssessssssssesssessssssssssseess 51
D Level-4 Security REQUITEMENTS:. ... ssssssessssssssssssssssssssens 51
L PPN 51
Section 18: Installation and MainteNANCE........ouerrrir 52
A Level-1 Security REQUITEMENTS: ... ssessessessessesseanes 52
2.18.A.T SECUTTLY LOZS couieuiereeeeeneesseesseessesssesssessseessssssss s s sessse s s s s s bbb bR 52
2.18.A.2 CONLENLS OF IOZS oevreeueemeemenseessessess et seesssssssesseessessssssess s s ssss s saes e s s ss s sssnsns 52
2.18.A.3 Device SYNCNIONIZAtION ...cuuceeeereeesecereeeseessessseessees s sees s sssses s ss s sess s st sessssesas 52
2.18.A.4 Sensitive Information in lOZS.....cc s ———— 52
2.18.A.5 Online coOlleCtion Of LOZS ...ovuuiereeereeereereeseeseesssesssesssees s sessse s sssses s sssesssesssseens 52
2.18.A.6 Privacy settings and PreferEnCes. ... eeseesserseessessssssssssssessssssssssssssessssssssssssesss 53
2.18.A.7 Secured set UP Of the deVICE ...t sses s st sesssseens 53
B. Level-2 Security REQUITEMENTS:. ... sssss e sssesssssssssssssssessees 53



C Level-3 Security ReQUIreMENtS:. ... sesssssssssssssssssssens 53
Nl ettt st e bR bR SRR 53
D Level-4 Security ReQUIreMENtS:. ... sesssssssssssssssssssens 53
NIl ettt ettt b bR RS R R SRR AR RS R R R R 53
NY=Totu (o) o B0 HNY 1 o) 0] 2 08 o V0o O TV 53
A Level-1 Security ReQUIreMENtS: ... ssssssssssssssssssssens 53
2.19.A.1 ShiPPINgG Of AEVICE .ot seeessess e ss s s bbb s s bbb 53
B Level-2 Security REQUITEMENTES: ... ssssssesssssssssssssssssssssssesssnes 54
Nil 54
C. Level-3 Security REQUITEMENTS: ... ssssssesssssssessssssssssssssesssns 54
2.19.C.1 Generation Of eNCTYPLION KEYS ...covcuriereuriereereereirsiseisessessessssssessesssessssss s sssssss s ssssssssssssssans 54
D.  Level-4 Security REQUIr€MENTES:...cccriirririeisniresri s sssssssssssssesssens 54
NI et R AR AR R AR AR R R R 54
Chapter 3 - Specific Security REQUITEMENTS ......c.ccvvenreninesinesessneesssnesesssesessssessssssesssssssssssssssssses 55
SECHION 1: BIUETOOTI .ottt 55
A. Level-1 Security REQUIrEMENTS: ... ssssssssssssssssssssens 55
3.1 AT PIN/ PaSS-KEY COUE ..o sessese st sss s ss s sesss s ssssss s s sssessssssssseans 55
700 Y W 20 0 (ol 4 01 (0 (=) /TP 55
3.1.A.3  Pairing METROAS ..ottt s bbb 55
3.1.A4 Bluetooth Security Mode and LeVel ... ssesssesssssseens 55
3.1.A.5 Encryption of BlUetOOth CONNECLIONS......ccomiuieericereeeneeseiseesseesssesssesssesssesssssssss s sssessssssssesns 56
B. Level-2 Security REQUITEMENTS:....cccrirenineinessessessssessesssessessssessssssesssssssssssssssssssssssssses 56
3.1.B.1  Pairing and AiSCOVETY .....oereenmeeeeseesssesssesssessseessessssesssesssessssssssssssssssesssessssssssssssessesssesssssssseens 56
C Level-3 Security ReQUITEMENTS: ... ssssssssssssssssssssens 56
NI ettt bR R R R R R AR AR R R R R e 56
D Level-4 Security REQUITEMENTS: ... sessessessessessessessessessessessessessessessessesses 56
Nl ettt et R RS SEERERRERRERRRE R R 56
Y=Te10 10 A U= o 1T 56
A Level-1 Security REQUITEMENTS: ... sssssssesssssssssssssssssesens 56
B.2.A T VETSION ettt sssse s e s s s s s sERs £ 57
3.2.A2  ]JOINING ZigDEE NETWOTK c.eeurreeeeiereeetectretsesse st ese s ses s ss s ssss s s 57
3.2.A.3 Pre-configured global lINK KEY ... sessssssesssssessssssssssans 57
3.2.A.4  Activation Of PAITiNG MOAE ...t ss s ss bbb s st ssssssesas 57
3.2.A5 NetwWork Key ENEration ...t sssesesssessessessssssssssssssssssssssssssssssssasesssssssssssans 58
3.2.A.6  NetWork Key regeneration ... cecreensesseesesseessessesssesesssessesssss st sssssssssssssssssssssssesssssssssssans 58
B. Level-2 Security REQUITEMENTS: ... sessessessessessessessessessessessessessessessessesses 58
3.2.B.1 Validation of PAire€d DEVICES ......ccurweeeeerreerrereesseesseesssessesssessseesssesssesssessseesssssssssssesssesssssssssssseens 58
C Level-3 Security REQUITEMENTS:. ... ssssssesssssssssssssssssssesees 58
Nl ettt b bR RS R R R 58
D Level-4 Security REQUITEMENTS: ... ssessessessesseanes 58
Nl ettt b bR R RS SERRERR RS R 58
SECLION 31 WIH-Fl oottt 58
A Level-1 Security REQUITEMENTS:. ... ssssses e ssssssssssssssssssessees 58
3.3.A.1 Disabling Wi-FI CONMNECHIVILY ....c.vurreecureerieseeeeereeseiseessesecssessessessssssssssssssssssssssss s sssesssssssssssans 58
3.3.A.2 Protection of Wi-Fi COMMUNICAtIONS.....ccuiurerieuriereenseeeceseesesseisessenssessssssesesssesssssssssesssssssssssans 59

Xi



B. Level-2 Security ReQUIreMENtS:. ... sessssssssssssssssssssens 59
T8 70 200 B 1 F T 59

C Level-3 Security ReQUIreMENtS:. ... sessssssssssssssssssssens 59
NIl ettt ettt b bR RS R R SRR AR RS R R R R 60

D Level-4 Security REQUITEMENTES: ... sessssssesssssssssssssssesssssssesssns 60
NIl ettt et R AR AR R ER AR AR bRt 60
Yot 10 0 P T 60
A Level-1 Security REQUITEMENTES: ... ssssssessssssssssssssssssssssesssnes 60
3.4.A.1 Confidentiality on the Air INTErface..... s 60
3.4.A.2  CIPhering INAICAtOr ..ttt sses s ssse s ss bbb ssnees 60
3.4.A.3  SIM/USIM PIN COQ@.coirirrrereeeeeeseensessseessessesssesssssssessssssssssssssssessssssssssssssssessssssssssssssssessssssssessneses 60
3.4.A4 Temporary IAENTItIEs . sssssssssssssssssssans 60
B. Level-2 Security REQUITEMENTS: ... sssssssssssssssssssssens 61
NIl et R R AR AR Rt 61
C. Level-3 Security ReQUITEMENTS: ... ssssssssssssssssssssens 61
NI et R AR RS AR AR R R R R 61

D Level-4 Security REQUITEMENTS: ....ccoinrnenineinesisessessssessessssessesssssssssssesssssssssssssssssssssssssssens 61
NIl et R R AR AR Rt 61
SeCtioN 5: LORAWAN ...ttt st 61
A Level-1 Security REQUITEMENTS: ....ccoerrnenineinessessessssessesssessessssessssssesssssssssssssssssssssssssssnes 61
TR W B = T o) OO 61
3.5.A.2  ROOE KOV S ettt s s bR R 61

B Level-2 Security REQUITEMENTS:....ccoenrnenireinesssessesssssssesssssssessssessssssessssssssssssssssssssssssssnns 61
TSN 2 200 B 2C 0] - L =T 3PP 61

C Level-3 Security REQUITEMENTS: ... sessssssessessssssssssssssssssesens 62
3.5.C.1 Communication with LORAWAN GAteWaY ......cccreunrerneerreensersernsesseessssssssesesssessessessesssesssssssans 62

D Level-4 Security REQUITEMENTS: ..o ssessessessessessessessessessessessesses 62
NIl bR R R AR R Rt 62
Section 6: Other Security REQUITEMENTS ......occeiieesrireereiseeesssses s ssessssssssessssssssens 62
A Level-1 Security REQUITEMENTS: ..o sessessessessessessessessessessessessessessessessesses 62
3.6.A.1 Private AcCess POINt NAME ... sssssssssssssssens 62
3.6.A.2 Compliance to Pluggable (U)ICC ITSAR ..t ss s ssessesssssseans 62

B Level-2 Security REQUITEMENTS: ... sesessessessessessessessessessessessessessessessesses 63
NIl bR R R AR R Rt 63

C Level-3 Security REQUITEMENTS:. ... ssssss e sssssssssssssssssessens 63
NI ettt R AR AR R R A AR AR AR R R s 63
D Level-4 Security REQUITEMENTS: ... sessessessessessessessessessessessessenses 63
NIl e R AR R R Rt 63
Section 7: Camera specific security REQUIr€MENTS .......c.couuereereererninnsessereesessensesssssesseseesssssesaens 63
A Level-1 Security REQUITEMENTS: ... ssessessessesseanes 63
3.7.A.1 Restoration 0N 10SS Of POWET ...ttt sssesesssessesssssss s ssss s sssesssassssssans 63
3.7.A.2  AUTNENTICAtION LOGS .iuiiuriereereesrerseesseeeesseesessesssssessse s ssss s s s sssesss bbbt s s 63
3.7.A.3  FIIMWATe AUGIt. .o eeecssetsesse e sessse s ss s s s bbb bbb 63
3.7.A.4 Secure BUilt in Capabilities.....ccouereneereenreuseirerseeseiseeseesees e es et ss s ssses s sseans 64
3.7.A.5 Revoke credentials of compromised/ decommissioned devices .........ccoumenreereereereenn. 64
TR W ST 31 ot ) gy (==X o 64



3.7.A.7 Data Retention POLICY .o ssssssssssssssssssssssssssssssssssans 64
3.7.A.8  USEI TIZNLS oottt s bbb bbb 64
3.7.A.9 Secure provision of SECUTItY PAraMELErsS ......c.curereenecureenmesssessesseessessssssesssssessssssssesssssssssssans 65
3.7.A.10 ResStricted ACCESS T0 OFS ..vieeecreceeeseesseesseesseesssessseesseesssessssssssssesssssssssssesssessssssssssssesssesssssssessssesss 65
3.7.A.11 Restricted access t0 MANAZEMENT SEIVET ....c.veurrurereeeesseesesssssesssrssessssssesssssessssssssessssssessssans 65
3.7.A.12 Personal data collection acknowledgement ... 65
3.7.A.13 Information about detection and analytics funCtions......ccocneereereeseeneeseenseseenseeseeseeseenne 65
3.7.A.14 Functions reqUiring USEIrS CONSENT .....corrererreurerressessessssssssssssesssssssessessessessessessessessessessesssssssees 66
3.7.A.15 Personally Identifiable Information cOlleCtion.......coccmenreneenreeneereerseseenece s 66
3.7.A.16 Anti-cOUNtErfeitiNg MEASUIES .....ccrieeeureereeserreeseessetsesssesesssessesse s s ssss bbb st snsans 66
3.7.A.17 Logged and audited parameters and EVENTS........ccreneensenreeneesesssssesssssessssssssessssssessssans 66

B. Level-2 Security ReQUIreMENtS:. ... sssssssssssssssssssssens 66
3.7.B.1 Device aUthentiCAtION ... sees 66
3.7.B.2  Sensitive data ProteCtion ... sssssssssssssssssssssssnss 67
3.7.B.3  Tamper deteCtion @lerts ... s ssssssssssssssssssssssnss 67
ST S X Y (=) 4 o o)y V20 0 1Yo 0 (e ) o LSO 67
3.7.B.5  PaSSWOTIT POLICY ...cuierierenieeceseeser e sessesse s sssessses e s ssss s s sssssssssssans 67
3.7.B.6  Root of Trust based device IdeNtity ... sesssessssssssssessssssssssseses 68
3.7.B.7 Data Authenticity and INTEGIILY ......c.ccoumereenrerreererreesersees s ssessessessssssessesssssssans 68
3.7.B.8 Use of dynamic Address Resolution Protocol.......neenscneeenseeseisesssesessessseens 68
3.7.B.9  IP FIlter SUPPOIT ittt sssssssssssssssssssssessssessssssssssss st sssssssssssssssssssssssssessssssssssssssssssssnsnss 68

C. Level-3 Security REQUITEMENTS: ....cccrrneninesesssessesssessessssesssssssessssssessssssssssssssssssssssssssses 69
3.7.C.1  EnNd-t0-eNd eNCTYPLION cooureeeeereeereeeeesseesseesseesssesssesssessseessesssesssssssessssssssssssesssessssssssssssesssesssesssesssseess 69
3.7.C.2 Trusted platform MOAUIE ... sess s sees s sssesssessssessseens 69
3.7.C.3  Trusted COMPULING BASE.....oceeneeeemeesseessresseesseesseesssessesssessssessssssssssssssessssssssssssesssesssesssssssseens 69

K J07 O S 0 F1C3 W= 1011 0 1S5 o i (o U o) o VN0 69
3.7.C.5 Network aUthentiCation ..o ceeeeeeeseesseesssesseessees s ssssssessseessssssss s sssesssesssesssseess 69
3.7.C.6  Digest AULNENTICATION ..vuueeeeeereeeeeeseesseesseessees s sees s ssses e sssess s ssssss s sssesssesssessssesas 70
3.7.C.7  Certificates for Public Key INfrastrucCture ... ceeeeeneesnnesnnenseesseesssessesssesssessseessssssseens 70
3.7.C.8  ProtoCO] Nardening.....ccoeeerreereeemeeseesseesseessesssesssesssesssessessssssessssessssssesssessssssssssssesssessssssssssseses 70
3.7.C.9  SECUIE File TIANSTEL ..cureereeereesreereeeseemseesseesseesssesssessseessesssesssesssssssees s sssesssessssssssssssssssesssssssesseses 70
3.7.C.10 Factory level vulnerability management details........cccouenenmeeneeneersseenserseeseesseesssesseens 70

3.7.C. 11 Self-AiagNOSIS. . cuueeueeseerrersrersseesseeseesssesssessseesseessesssesssess s s s sssees s sssesssesssssssss s sssesssssssssssesas 70
3.7.C.12 Intrusion detection and Prevention ... e ssesssessseesseesssessesssesssessssesssessseses 71

D.  Level-4 Security REQUITEMENTES:.....cccriuiererriees e ssssssssssssssssens 71

L PPN 71
ANNEXUTE Lottt 72
ANNEXUTE-TT oot —————————— 76
ANNEXUTE IR AR s 78
ANNEXUTE-TV et RS eReE e E et 79

Xiii



A) Outline

The objective of this document is to present comprehensive, country-specific security
requirements for the smart camera. A smart camera is a consumer Internet of Things (IoT)
device that remotely captures multimedia (such as audio, video, image, etc.), can perform
intelligent analysis functions (such as movement detection), and share the information with
the consumer (over mobile/web-based interface). The smart camera can be a part of a video
surveillance system (VSS) that provides display and storage of the video captured by
multiple remote smart cameras over a network for multiple security applications along with
other functionalities such as remote control and alarm.

The specifications produced by various regional/ international standardization bodies/
organizations/associations like ISO, ETSI, NIST, IOTSE Agelight, GSMA, ENISA, OWASP ISVS,
and OWASP ASVS along with the country-specific security requirements from BIS, AIS are
the basis for the baseline security requirements considered in this document. The BIS/ITUT
references made in this document imply that the respective clause has been adopted as it is
or with certain modifications.

This document commences with a brief description of the smart camera architecture and its
functionalities and then proceeds to address the common and entity-specific security
requirements of consumer smart cameras.

B) Scope

This document specifies the security requirements and gives recommendations for the
consumer [oT (Internet of Things) smart camera installed for surveillance and monitoring
applications in residential or office environments described as Environmental Class-I in BIS
IS 16910 (Part 1/Sec 1).

This document does not cover the security requirements for the IoT Service Ecosystem,
including all components that make up the core of the IoT infrastructure and Network
Operators. Components in this ecosystem are, for example, services, platforms, protocols,
servers, database clusters, network elements, and other technologies used to drive the
internal components of any device or service.

C) Conventions

1. Must or shall or required denotes the absolute requirement of a particular clause of
ITSAR.

2. Must not or shall not denote absolute prohibition of a particular clause of ITSAR.

3. Should or recommended denotes that the particular clause of ITSAR may be ignored
under justifiable circumstances but after careful examination of its implications.

4. Should not or not Recommended denotes the opposite meaning of (3) above.
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Chapter 1 - Overview

Introduction:

A smart camera is a popular alternative to the traditional digital camera that can extract
specific information from the captured images or videos (Ref: ER TEC28822108). Smart
cameras are widely used in a multitude of applications, including fingerprint readers, smart
camera phones, human-computer interfaces, machine visions, and video surveillance. The
smart cameras installed for surveillance in a home can be wired or wireless cameras. A user
can access these cameras using a custom-built app on a mobile phone via two modes:
connecting to the gateway via Wi-Fi or by connecting over the Internet and getting routed
to the camera. The smart camera can process images and, in some cases, take action. For
example, a camera deployed for home surveillance can trigger an alarm or send an email to
a user when an entity is detected. Unlike traditional CCTV cameras that record
continuously, smart cameras may record instances of activities when detecting any motion
by in-built sensors.

Smart Camera Architecture:

The hardware architecture of a smart camera varies based on the application domain and
constraints on size, cost, and power consumption. The basic architecture of a smart camera
is shown in Figure 1. A smart camera captures images using image sensors and stores them
in the memory module. Also, the communication interface handles the transportation of
images to another device or part(s) of the video surveillance system (VSS). The processor of
a smart camera controls the device’s functionality and analyzes the captured image to
gather information.

Communication
Image Sensor |[¢—> Processor —> <

Interface

User

v

A

A 4

Memory

Smart Camera

Figure 1. Smart Camera Architecture (adopted from [2])

VSS Architecture:

A VSS consists of a camera module, a gateway, and mobile devices. A camera collects video,
audio, alarm signals, and other information, which can be conveyed to the gateway and
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transmitted, delivered, stored, or processed by the gateway. Gateway is the central
controller responsible for configurations, access, authorization, maintenance, and update. It
provides services to the user, such as watching videos, receiving alarms, and controlling
camera functionality. Users and the camera can access the gateway with a fixed or mobile
network. A typical architecture of VSS used indoors is shown in Figure 2. BIS IS 16910 (Part
1/Sec 1) identifies that a VSS for security applications has three functional blocks which
portray the various parts and functions of the system. The three major functional parts are
Video Environment, System Management, and System Security. System security includes
system integrity and data integrity that protects the VSS from intentional and unintentional
interference during normal operation. System integrity defines the physical security of all
system components and control of physical and logical access to the VSS. Data integrity
covers logical access to the data and prevention of loss or manipulation of the data.

Surveilled object

Wireless/Wired
Camera

( \
""""""" Gateway «—— Internet |
|

1
]
]
L — \
! : Other Systems : I --------
: —————————————
1
i .
 IE——— -+ User |¢=-======- »| Mobile
Device

Figure 2. VSS Architecture (adopted from ITU-T E.743)

Smart Camera Security:

To provide sufficient security to the Smart Camera and the data, a coordinated effort from
all stakeholders is essential. The scope of this document is limited to mandatory
requirements and recommendations for the design and implementation of devices from
Environmental Class-I (residential/office environment) with all security grades and access
levels. The smart camera pertaining to Class-I (BIS IS 16910 (Part 1/Sec 1)) provides
monitoring functions and solutions for homes/offices with detection needs. Also, it
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supports several surveillance assistant functions such as remote viewing on multiple
devices, two-way real-time audio, storage methods, and human detection to help users.
Security for physical and hardware, firmware and operating system, Communication,
operation and maintenance, application domain, and data protection are some of the
baseline security requirements.

Keeping in view of the device functionality and capabilities and referring to various
standards on IoT security, specifically ETSI EN 303 645 V2.1.1 (2020-06), ENISA Baseline
security recommendations for IoT November 2017, IoT SF IoT Security Assurance
Framework Release 3.0 Nov 2021 Security Assurance Framework, GSMA CLP suitable
common security requirements for the smart camera are developed in this document. Also,
specific security requirements are developed considering the industry specifications for the
consumer smart camera.

Classification of IoT devices based on Security Features

Making the whole diversity of loT-class applications adhere to a common security
objective is a subjective endeavour. Even within vertical sectors such as consumer and
enterprise, the security measures and strength of controls will vary depending on the
actual use case. Though international standards exist for 0T security viz., ETSI 303 645,
IoT SF security framework for IoT, there is no harmonization of these standards. In an
endeavour to classify IoT devices based on Security features, TEC (Telecom Engineering
Centre) has mapped the device classifications from various standard bodies in its technical
report- “Security by Design for [oT Device Manufacturers”.

In the above report, TEC has also proposed “Classification for IoT devices in India”.
This classification has IoT devices varying from Level-1 to Level-4 covering the CIA
(Confidentiality, Integrity and Availability) triad requirements along with authentication
and authorization covering baseline security requirements and principles of security by
design.

The proposed classification has Level-1 meeting the baseline requirements, Level-2
adhering to international cybersecurity standards for [oT, Level-3 meeting the principles of
security by design and having no known software vulnerabilities and Level-4 device being
resistant to cyber security attacks by undergoing penetration testing.

To develop Indian Telecom Security Assurance Requirements (ITSARs) for the gamut of
Consumer IoT devices, National Centre for Communication Security (NCCS) adopts the
cybersecurity device classification proposed in the “Security by Design for IoT Device
Manufacturers” report of TEC.

The TEC report also explains the four levels of [oT devices as below.

Level-1: Devices of this level must use a protocol stack specifically designed for IoT devices
with constraints, such as Constrained Application Protocol (CoAP). Device examples in this
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category can include environmental sensors. Devices in this category should meet the
baseline requirements of ETSI EN 303 645 ie. no default password, ensuring the
availability of security updates and implementing means to manage vulnerability reporting.

Level-2: Security requirement of Level-1 and adherence to international standards (secure
identity, software asset security etc.).

Level-3: Absence of Known Common Software Vulnerabilities. The devices must meet the
Security assurance requirements of Level-2 and also the software used in the connected
device must be evaluated by a test laboratory using automated binary analysers to ensure
that there is no known critical software weakness, vulnerabilities or malware.

Level-4: The device should perform well against the penetration tests by approved third
party test labs, and fulfil Level-3 requirements. The IoT device undergoes penetration
testing by a test laboratory to provide a basic level of resistance against common
cybersecurity attacks.



Security Features

Proposal for Device Classification

Security Requirements

Level-0
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Secure Monitoring

Secure Firmware Update & Patch Update
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Authentication/
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Biometrics

User Authentication

Data Authentication

Password Management

Access Control

Device |D Verification
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Proposed levels for [oT devices[Ref: Table 7 Proposed levels for [oT devices from “Security
by Design for [oT Device Manufacturers” published by TEC]

Classification of Security Requirements:

In order to apply an appropriate level of security assurance to an [oT device, This ITSAR
has four levels of security requirements classified based on the classification of IoT devices
proposed in “Security by Design for [oT Device Manufacturers” report of TEC.

The security requirements to be met by the IoT device under each level are explained

below.

Level 1: Baseline Security Requirements



The level 1 device shall meet the requirement of no default password, ensuring the
availability of security updates and implementing means to manage vulnerability reporting.
It also shall meet the basic security requirements such as message encryption, data
encryption, device ID management (Physical/Logical), logging availability, secure firmware
update and patch update, vulnerability management and response, user authentication,
password management and access control mechanisms.

Level 2: Adherence to Cybersecurity based on International Standards

In addition to fulfilling Level 1 requirements, the level 2 device shall have integrated
features to provide adherence to cybersecurity such as attack protection, tamper
resistance, security assessment certificates, data integrity, platform integrity, software
assets protection and response, data authentication and device ID verification.

Level 3: Adherence to the Principles of Security-by-Design, and Absence of Known
Common Software Vulnerabilities

In addition to fulfilling Level 2 requirements, the level 3 device shall have adherence to the
principles of Security-by Design and absence of known common software vulnerabilities by
using features like secure booting and integrity test / self-test, external attack prevention
and response, secure monitoring and secure policy update and response.

Level 4: Resistance against Common Cyber-Attacks and undergo for penetration
testing

In addition to fulfilling Level 3 requirements, the level 4 device shall have resistance against
common cyber-attacks, it undergoes penetration testing and incorporates the usage of
biometric authentication.

Minimum level of Security Certification
For the Smart Camera, the minimum-security certification required shall be at least Level 3

and above. In other words, for smart cameras to get Security Certified as per this ITSAR, the
minimum-security requirements to be met are Level 3 and above.



Chapter 2 - Common Security Requirements

Section1: Authentication
A. Level-1 Security requirements:

2.1.A.1 Default passwords and user names

Requirement:

a) The device shall enforce the factory-issued/OEM login accounts and factory-
default usernames to be disabled/erased or renamed when installed or
commissioned.

b) The device shall enforce all the factory default user login passwords altered
when installed or commissioned. Weak, common, null, or blank passwords shall
not be allowed.

[Ref: 1. ENISA Baseline security recommendations for [oT November 2017 GP-TM-22,
2. 10T SF IoT Security assurance framework Release 3.0 November 2021 2.4.8.12 and
2.4.8.13]

2.1.A.2 Hardcoded authentication credentials

Requirement:

The manufacturer shall submit an undertaking that authentication credentials for users,
devices, or services are not hardcoded in firmware or applications.

[Ref: OWASP ISP 2.1.9]
2.1.A.3 Unique passwords

Requirement:

Where passwords are used and, in any state, all consumer IoT device passwords shall be
unique per device or defined by the user. If password-less authentication is used, the same
principles of uniqueness apply.

[Ref: ETSI EN 303 645 V2.1.0 (2020-04) Provision 5.1-1, [oT SF IoT Security assurance
framework Release 3.0 November 2021 2.4.8.3]

2.1.A.4 Multiple user accounts

Requirement:



Multiple user accounts with varied levels of control shall be created.

[Ref: ETSI EN 303 645 V2.1.0 (2020-04) Note]
B. Level-2 Security Requirements:

2.1.B.1 Authentication credentials
Requirement:

Authentication credentials shall be salted, hashed, and/or encrypted. Authentication
credentials, including but not limited to user passwords, shall be salted, and hashed.
Applies to all stored credentials to help prevent unauthorized access and brute force
attacks.

[Ref: ENISA Baseline security recommendations for [oT November 2017, GP-TM-24]
2.1.B.2 Username and password reset

Requirement:

Manufacturer shall provide generally accepted username and password reset mechanisms
using multi-factor verification and authentication and shall provide notification of
password and/or user ID reset or changes utilizing secure authentication and /or out-of-
band notice(s).

[Ref: Agelight IoT Safety Architecture & Risk Toolkit v4.0 15 and 17]
2.1.B.3 Logical access

Requirement:
The device shall authenticate each user and device attempting to logically access it.

[Ref: NIST 8228 Expectation 10]
2.1.B.4 Pairing and connecting with other devices

Requirement:

Devices shall provide notice and/or request user confirmation when pairing, onboarding,
and/or connecting with other devices, platforms, or services.

[Ref: Agelight IoT Safety Architecture & Risk Toolkit v4.0 19]
2.1.B.5 Provisioned credentials

Requirement:



Provisioned credentials such as username for device authentication shall be unique per
device.

[Ref: OWASP ISVS 2.1.10]
2.1.B.6 Changing authentication value

Requirement:

Where a user can authenticate against a device, the device shall provide the user or an
administrator with a simple mechanism to change the authentication value used.

[Ref: ETSI EN 303 645 V2.1.0 (2020-04) Provision 5.1-4]
2.1.B.7 New and common passwords

Requirement:

The device shall not allow new and common passwords containing the user account name
with which the user account is associated.

[Ref: 10T SF IoT Security assurance framework Release 3.0 November 2021 2.4.8.5]
2.1.B.8 Changing authentication password

Requirement:
User authentication password change mechanism shall ask for the user's current password.

[Ref: OWASP ISVS 2.1.6]
2.1.B.9 Display of user credentials

Requirement:

The device shall conceal password characters from display of user credentials on login
interfaces when a person enters a password for a device. Device shall disable the use of
default or hardcoded passwords.

[Ref: NIST 8228 Expectation 9, IoT SF IoT Security assurance framework Release 3.0
November 2021 2.4.8.15]

C. Level-3 Security Requirements:
2.1.C.1 Multi-factor authentication

Requirement:



Authentication mechanisms shall use strong passwords or personal identification numbers
(PINs), and shall consider two-factor authentication (2FA) or multi-factor authentication
(MFA) like OTP-based, Biometrics, certificates etc.

[Ref: ENISA Baseline security recommendations for [oT November 2017 GP-TM-23]
2.1.C.2 Trusted Computing Base (TCB)

Requirement:

The manufacturer shall give undertaking if Trusted Computing Base has been implemented,
the identity is cryptographically authenticated using the TCB. The device shall utilize an API
for the TCB.

[Ref. GSMA CLP.12 4.2]
2.1.C.3 Brute force Attacks

Requirement:

Brute force attacks shall be impeded by introducing escalating delays following failed user
account login attempts, and/or a maximum permissible number of consecutive failed
attempts within a certain time interval

[Ref: 1. IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.13.15,
2.4.8.7,

2. ENISA Baseline security recommendations for [oT November 2017 GP-TM-25 and ETSI
EN 303 645 V2.1.0 (2020-04) Provision 5.1-5]

2.1.C.4 Locking of account

Requirement:

The client application shall be able to lock an account or to delay additional authentication
attempts after a limited number of failed authentication attempts.

[Ref: ETSI EN 303 645 V2.1.0 (2020-04) Provision 5.1-5 Example 7]
D. Level-4 Security Requirements:
Nil

Section 2: Identity Management
A. Level-1 Security Requirements:

2.2.A.1 Physical and logical identifiers

Requirement:
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The device shall be uniquely identified logically and physically, only authorized entities
should have access to the physical identifier, which may or may not be the same as the
logical identifier.

[Ref: NIST 8259A Device Identification]

B. Level-2 Security Requirements:
2.2.B.1 Hardcoded unique identity

Requirement:

Hard-coded unique per device identity shall be used in a device. It shall resist tampering by
means such as physical, electrical or software.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.4.2]

2.2.B.2 Root of Trust

Requirement:

Manufacturer shall submit an undertaking that Root of Trust-backed unique logical identity
shall be used to identify them in logs of their physical chain of custody.

[Ref: 10T SF IoT Security assurance framework Release 3.0 November 2021 2.4.4.12]

2.2.B.3 Consistent authentication security
Requirement:
The manufacturer shall give an undertaking that all authentication pathways and identity

management APIs shall implement consistent authentication security control strength, such
that there are no weaker alternatives per the risk of the application.

[Ref: OWASP ISVS 1.2.4]

C. Level-3 Security Requirement:
Nil

D. Level-4 Security Requirements:
Nil
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Section 3: Authorization and access controls

A. Level-1 Security Requirements:

2.3.A.1 Common authorization framework
Requirement:

It shall be ensured that IoT system accounts across users, services and devices share a
common authorization framework.

[Ref: OWASP ISVS 2.2.1]
2.3.A.2 Failure of access controls

Requirement:
The access controls shall fail securely, including when an exception occurs.

[Ref: OWASP ASVS 4.1.5]

2.3.A.3 Directory browsing

Requirement:

Directory browsing shall be disabled. Additionally, applications should not allow discovery
or disclosure of file or directory metadata, such as Thumbs. db, .DS_Store, .git or .svn

folders.

[Ref: OWASP ASVS 4.3.2]
2.3.A.4 Manipulation of user and data attributes

Requirement:

User and data attributes and policy information used by access controls shall not be
manipulated by end users unless specifically authorized.

[Ref: OWASP ISVS 4.1.2]
2.3.A.5 Access control privileges

Requirement:
The access control privileges shall be defined, justified, and documented.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.8.10]
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2.3.A.6 Protection against spoofing

Requirement:

The principle of least privilege shall be enforced by limiting applications and services that
run as root or administrator. Users shall only be able to access functions, data files, URLs,

controllers, services, and other resources, for which they possess specific authorization.
This implies protection against spoofing and elevation of privilege.

[Ref: OWASP ASVS 4.1.3]

2.3.A.7 Access to sensitive information
Requirement:

The device shall support access control measures to the root/highest privilege account to
restrict access to sensitive information or system processes.

[Ref: 10T SF IoT Security Assurance Framework Release 3.0 November 2021 2.4.8.9]
2.3.A.8 Controlled user account access

Requirement:

The device shall only allow controlled user account access; access using anonymous, or
guest user accounts shall not be supported.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.8.11]
2.3.A.9 Access to debug capabilities

Requirement:

Authorized access to device debug capabilities shall be in place along with monitoring and
logging such access.

[Ref: OWASP ISVS 2.2.4]
2.3.A.10 Recording of data

Requirement:
The device or service shall record audio/visual/or any other data in accordance with the
authorization of the user only, no passive recording without explicit authorization shall be

done.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.12.14]
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2.3.A.11 Reset of authorized information
Requirement:

The device allows an authorized and complete factory reset of all the device’s authorization
information.

[Ref: IoT SF IoT Security assurance framework Release 3.0 November 2021 2.4.8.16]

B. Level-2 Security Requirements:
Nil

C. Level-3 Security Requirements:

2.3.C.1 Trusted service layer
Requirement:

The application shall enforce access control rules on a trusted service layer, especially if
client-side access control is present and could be bypassed.

[Ref: OWASP ASVS 4.1.1]

2.3.C.2 Administration interfaces
Requirement:

The administration interfaces shall be accessible only by authorized operators. Mutual
authentication over administration interfaces such as certificates shall be used.

[Ref: 1. IoT SF IoT Security Assurance Framework Release 3.0 November 2021 2.4.10.13]
and 2. OWASP ISVS 4.3.1]

D. Level-4 Security Requirements:
Nil

Section 4: Securely storing sensitive information.

A. Level-1 Security Requirements:
Nil

B. Level-2 Security Requirements:

2.4.B.1 Sensitive security parameters
Requirement:

Sensitive security parameters in persistent storage shall be stored securely by the device.
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[Ref: ETSI EN 303 645 V2.1.0 (2020-04) Provision 5.4-1]
2.4.B.2 Hardcoded security parameters

Requirement:

Security parameters and passwords shall not be hard coded into source code or stored in a
local file.

[Ref: IoT SF IoT Security assurance framework Release 3.0 November 2021 2.4.6.5]
2.4.B.3 Secure storing of passwords

Requirement:

The device shall securely store any passwords using secure cryptographic controls
prescribed in Tablel of the latest document “Cryptographic Controls for Indian Telecom
Security Assurance Requirements (ITSAR)”.

[Ref: 10T SF IoT Security assurance framework Release 3.0 November 2021 2.4.8.8]
2.4.B.4 Salting and hashing of passwords

Requirement:

Passwords shall be stored in a form that is resistant to offline attacks. Passwords shall be
salted and hashed using an approved one-way key derivation or password hashing function.
Key derivation and password hashing functions shall take a password, a salt, and a cost
factor as inputs when generating a password hash. Salt shall be at least 32 bits in length and
be chosen arbitrarily to minimize salt value collisions among stored hashes. For each
credential, a unique salt value and the resulting hash shall be stored.

[Ref: OWASP ASVS 2.4.1 & OWASP ASVS 2.4.2]
2.4.B.5 bcrypt

Requirement:

If bcrypt is used, then the work factor shall be as large as the verification server
performance will allow, with a minimum of 10.

[Ref: OWASP ASVS 2.4.4]

C. Level-3 Security Requirements:

2.4.C.1 Secure provisioning of security parameters

Requirement:
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There shall be a process for the secure provisioning of security parameters and keys that
includes random and individual (unique) generation, distribution, update, revocation, and
destruction.

[Ref: IoT SF IoT Security assurance framework Release 3.0 November 2021 2.4.9.3]
2.4.C.2 Storing of sensitive data

Requirement:

OEM shall ensure that sensitive data, such as private keys and certificates, shall be stored
securely by leveraging dedicated hardware security features.

[Ref: OWASP ISVS 5.1.4]
2.4.C.3 Personal Identifiable Information (PII)

Requirement:

Sensitive information, such as personal identifiable information (PII) and credentials shall
be stored securely using secure cryptographic controls prescribed in Tablel of the latest
document “Cryptographic Controls for Indian Telecom Security Assurance Requirements
(ITSAR)".

[Ref: OWASP ISVS 2.3.1]
2.4.C.4 PBKDF2

Requirement:

If PBKDF2 is used, then the iteration count shall be as large as verification server
performance will allow, typically at least 100,000 iterations.

[Ref: OWASP ASVS 2.4.3]
2.4.C.5 Secret salt value

Requirement:

An additional iteration of a key derivation function shall be performed using a salt value
that is secret and known only to the verifier. The secret salt value shall be stored separately
from the hashed password.

[Ref: OWASP ASVS 2.4.5]
2.4.C.6 Tamper-resistant storage of sensitive data

Requirement:
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UICC should be used for tamper-resistant storage of sensitive data for services, including
security keys controlled by the service provider. In case the device utilizes SIM,
requirements as per the latest document on "Pluggable (U)ICC (SIM, USIM and other (U)ICC
based applications/applets),” shall be fulfilled. (e)UICC should be used for tamper-resistant
storage of sensitive data for services, including security keys controlled by the service
provider.

[Ref: GSMA CLP.14 5.1-1.4]
2.4.C.7 Trusted Computing Base (TCB)

Requirement:

If Trusted Computing Base has been implemented, the unique identifier shall be stored in
the TCB'’s trust anchor.

[Ref: GSMA CLP.13 6.6]
2.4.C.8 RoT backed IDs

Requirement:

Devices shall be shipped with readily accessible physical identifiers derived from their ROT
backed IDs. This is to facilitate both tracking through the supply chain and for the user to
identify the device-type/model and SKU throughout the support period.

[Ref: 10T Security assurance framework Release 3.0 November 2021 2.4.14.11]
2.4.C.9 Trust Anchor

Requirement:
Tamper resistant Trust Anchor shall be used.

[Ref: GSMA CLP.13 6.3]

D. Level-4 Security Requirements:
2.4.D.1 Cryptographic Root of Trust

Requirement:

Devices should be provisioned with a cryptographic root of trust that is hardware-based
and immutable.

[Ref: OWASP ISVS 1.2.6]

17



Section 5: Make it easy for the user to delete data.

A. Level-1 Security Requirements:
2.5.A.1 Erasing user data

Requirement:

The user shall be provided with functionality such that user data can be erased from the
device in a simple manner.

[Ref: ETSI EN 303 645 V2.1.0 (2020-04) Provision 5.11-1, 11-2]

2.5.A.2 Deletion of personal data
Requirement:
Clear instructions shall be provided to the users on how to delete personal data.

[Ref: ETSI EN 303 645 V2.1.0 (2020-04) Provision 5.11-3]
2.5.A.3 Conformation of personal data deletion

Requirement:

Users shall be provided with clear confirmation that personal data has been deleted from
the device.

[Ref: ETSI EN 303 645 V2.1.0 (2020-04) Provision 5.11-4]
B. Level-2 Security Requirements:

Nil

C. Level-3 Security Requirements:

Nil

D. Level-4 Security Requirements:

Nil

Section 6: Data Protection

A. Level-1 Security Requirements:

2.6.A.1 Privacy notice about personal data collection
Requirement:

Provide a Short Contextual Privacy Notice at the point at which an individual is asked to use
personal data attributes for the purposes of the IoT service, and that notifies the user of:
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» data to be processed
» data uses (unless obvious from context)

[Ref: GSMA CLP.11 PDR1.1]
2.6.A.2 Authorization for recording data

Requirement:

The device or service shall only record audio/visual/or any other data in accordance with
the authorization of the user (e.g., no passive recording without explicit authorization).

[Ref: IoT SF IoT Security assurance framework Release 3.0 November 2021 2.4.8.14]
2.6.A.3 Data retention policy

Requirement:

If the device manufacturer retains any data, data retention policy shall be disclosed to
users.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.12.5]
2.6.A.4 Consequences of sharing of personal data

Requirement:

The user shall be prompted to opt-in or opt out of sharing data; the benefits or
consequences must be clearly and objectively explained, including any potential impact on
device features or functionality. Consumers who gave consent for the processing of their
personal data shall have the capability to withdraw it at any time.

[Ref: 1. Agelight [oT Safety Architecture & Risk Toolkit v4.0 30,
2.ETSIEN 303 645 V2.1.0 (2020-04) Provision 6-3]

2.6.A.5 10T service identity

Requirement:

In case the device supports IoT service identity, the manufacturer shall provide individuals
with the opportunity to determine their IoT service ‘identity’ and the personal data and
attributes used in the creation and presentation of such identities.

[Ref: GSMA CLP.11 PDR 3.1]
2.6.A.6 Re-assignment of service identities

Requirement:
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In case the device supports [oT service identity, the manufacturer shall provide individuals
with the means to associate, disassociate and re-assign their [oT service identities.

2.6.A.7 Data in browser storage
Requirement:

Data stored in browser storage (such as local Storage, session Storage, Indexed DB, or
cookies) shall not contain sensitive data.

[Ref: OWASP ASVS 8.2.2]

2.6.A.8 Clearance of authenticated data
Requirement:

Authenticated data shall be cleared from client storage, such as the browser DOM, after the
client or session is terminated.

[Ref: OWASP ASVS 8.2.3]

2.6.A.9 Remove or export data on demand
Requirement:
Users shall have method to remove or export their data on demand.

[Ref: OWASP ASVS 8.3.2]

2.6.A.10 Updating of personal information
Requirement:

A process shall be established (free of charge) by which authorized users can update their
information and correct any inaccuracies.

[Ref: GSMA CLP.11 PDR 5.3]

2.6.A.11 Telemetry data collection
Requirement:

If telemetry data is collected from the device, consumers shall be provided with information
on what telemetry data is collected, how it is being used, by whom, and for what purposes.

[Ref: ETSI EN 303 645 V2.1.0 (2020-04) Provision 6-5]
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B. Level-2 Security Requirements:

2.6.B.1 Sensitive information in memory
Requirement:

Sensitive information contained in memory shall be overwritten as soon as it is no longer
required to mitigate memory dumping attacks, using zeroes or random data.

[Ref: OWASP ASVS 8.3.6]

C. Level-3 Security Requirements:
Nil

D. Level-4 Security Requirements:
Nil

Section 7: Secure input and output handling
A. Level-1 Security Requirements:

Nil

B. Level-2 Security Requirements:

2.7.B.1 Validation of input data and transferred data
Requirement:

The device software shall validate data input via user interfaces or transferred via
Application Programming Interfaces (APIs) or between networks in services and devices.
All data being transferred over interfaces shall be validated by checking the data type,
length, format, range, authenticity, origin, and frequency where appropriate.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.13-1, [oT SF IoT Security assurance
framework Release 3.0 November 2021 2.4.10.10]

2.7.B.2 Validation of inputs and outputs

Requirement:

All inputs and outputs shall be validated using, for example, an allow list (formerly
'whitelist') containing authorized origins of data and valid attributes of such data.

[Ref: IoT SF IoT Security assurance framework Release 3.0 November 2021 2.4.10.12,
2.4.11.9]

2.7.B.3 Verification of inputs and outputs
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Requirement:

All inputs and outputs shall be checked for validity e.g., use “Fuzzing” tests to check for
acceptable responses or output for both expected (valid) and unexpected (invalid) input
stimuli.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.5.23]
2.7.B.4 Validation checks

Requirement:

Validation checks shall be incorporated into applications to detect any corruption of
information through processing errors or deliberate acts.

[Ref: ISO 27001 A.12.2.2]
2.7.B.5 Validation of application output data

Requirement:

Data output from an application shall be validated to ensure that the processing of stored
information is correct and appropriate to the circumstances. Validate that data sent to other
device components matches specified definitions of format and content.

[Ref: ISO 27001 A.12.2.4, NIST Cybersecurity Whitepaper Interface Access Control 2. a]
2.7.B.6 Warning regarding potentially untrusted content

Requirement:

URL redirects and forwards shall only allow destinations that appear on an allow list or
show a warning when redirecting to potentially untrusted content.

[Ref: OWASP ISVS 5.1.5]

2.7.B.7 Validation of inputs
Requirement:

All input (HTML form fields, REST requests, URL parameters, HTTP headers, cookies, batch
files, RSS feeds, etc.) shall be validated using positive validation (allow lists).

[Ref: OWASP ISVS 5.1.3]
2.7.B.8 Structured data validation

Requirement:
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Structured data shall be strongly typed and validated against a defined schema, including
allowed characters, length, and pattern (e.g., credit card numbers, e-mail addresses,
telephone numbers, or validating that two related fields are reasonable, such as checking
that suburb and zip/postcode match).

[Ref: OWASP ISVS 5.1.4]
C. Level-3 Security Requirements:

2.7.C.1 HTTP parameter pollution attacks

Requirement:

The application shall have defences against HTTP parameter pollution attacks, particularly
if the application framework makes no distinction about the source of request parameters

(GET, POST, cookies, headers, or environment variables).

[Ref: OWASP ISVS 5.1.1]
2.7.C.2 Mass parameter assignment attacks

Requirement:

Mass parameter assignment attacks shall be protected by frameworks, or the application
shall have countermeasures to protect against unsafe parameter assignment, such as
marking fields private or similar.

[Ref: OWASP ISVS 5.1.2]
2.7.C.3 0S command injection

Requirement:

Embedded applications shall not be susceptible to OS command injection by performing
input validation and escaping of parameters within firmware code, shell command
wrappers, and scripts.

[Ref: OWASP ISVS 1.3.15]

D. Level-4 Security Requirements:
Nil

Section 8: Communicate Securely
A. Level-1 Security Requirements:

2.8.A.1 Cryptographic algorithms and primitives

Requirement:
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Secure cryptographic controls prescribed in Tablel of the latest document “Cryptographic
Controls for Indian Telecom Security Assurance Requirements (ITSAR)” shall only be used.
Such cryptographic algorithms and primitives shall be updateable.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.5-2, 5.5-3, and 5.5-1]
2.8.A.2 Internal or external traffic

Requirement:

Internal or external traffic must not expose the device credentials.

[Ref: ENISA Baseline Security Recommendation for [oT November 2017 GP-TM-40]
2.8.A.3 Enabling specific ports

Requirement:
Only specific ports that are necessary shall be enabled and all other ports shall be disabled.

[Ref: ENISA Baseline Security Recommendation for [oT November 2017 GP-TM-45]
2.8.A.4 Secure connection with remote servers

Requirement:

Where the application communicates with a device related remote server(s), or device, it
shall be done over a secure connection.

[Ref: 10T SF IoT Security assurance framework Release 3.0 November 2021 2.4.7.19 and
2.4.11.4]

2.8.A.5 Access via network interface

Requirement:

Access to device functionality via a network interface in the initialized state should only be
possible after authentication on that interface.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.5-4]
2.8.A.6 Configuration changes via network interface

Requirement:
Device functionality that allows security-relevant changes in configuration via a network

interface shall be accessible only after authentication. The exception is for network service
protocols that are relied upon by the device and where the manufacturer cannot guarantee
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what configuration will be required for the device to operate. Protocols that are an
exception include ARP, DHCP, DNS, ICMP, and NTP.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.5-5]
2.8.A.7 Web interfaces

Requirement:

The web interfaces shall fully encrypt the user session, from the device to the backend
services, and that they are not susceptible to XSS, CSRF, SQL injection, etc.

[Ref: ENISA Baseline Security Recommendation for [oT November 2017 GP-TM-52]
2.8.A.8 Communication of sensitive data between device and associated services

Requirement:

The confidentiality of sensitive personal data communicated between the device and
associated services shall be protected. Critical security parameters should be encrypted in
transit. Secure cryptographic controls prescribed in Tablel of the latest document
“Cryptographic Controls for Indian Telecom Security Assurance Requirements (ITSAR)”
shall only be used.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.8-2]
2.8.A.9 Communication of personal data between device and web interface

Requirement:

Any personal data communicated between the web interface/mobile app and the device
shall be encrypted. Secure cryptographic controls prescribed in Tablel of the latest
document “Cryptographic Controls for Indian Telecom Security Assurance Requirements
(ITSAR)” shall only be used.

[Ref: IoT SF 10T Security Assurance Framework Release 3.0 November 2021 2.4.10.19and
2.4.13.35]

2.8.A.10 Sensitive data through HTTP message

Requirement:

Sensitive data shall be sent to the server in the HTTP message body or headers, and that
query string parameters from any HTTP verb shall not contain sensitive data.

[Ref: OWASP ASVS 8.3.1]
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B. Level-2 Security Requirements:

2.8.B.1 End-user security and privacy alerts

Requirement:

End-user security and privacy alerts and communications, including but not limited to
email and SMS, shall be adopted by the authentication protocols to help prevent phishing

and spoofing and maximize the integrity and privacy of such communications.

[Ref: Agelight IoT Safety Architecture & Risk Toolkit v4.0 37]
2.8.B.2 Authentication of data received from other devices

Requirement:

The device shall not trust data received and shall always verify any interconnections.
Discover, identify, and verify/authenticate the devices connected to the network before
trust can be established, and preserve their integrity for reliable solutions and services.

[Ref: ENISA Baseline Security Recommendation for [oT November 2017 GP-TM-42]
2.8.B.3 Authentication of connections at all levels of protocols

Requirement:

The device shall make intentional connections, shall prevent unauthorized connections to it
or other devices the device is connected to, at all levels of the protocols.

[Ref: ENISA Baseline Security Recommendation for [oT November 2017 GP-TM-44]
C. Level-3 Security Requirements:
2.8.C.1 Cloud service

Requirement:

If run as a cloud service, the cloud service UDP and TCP-based communications (such as
MQTT connections) are encrypted and authenticated using latest DTLS 1.2 and above and
TLS 1.2 and above standard.

[Ref: GSMA CLP.14 5.1.1.4 and IoT SF IoT Security assurance framework Release 3.0
November 2021 2.4.13.23]

2.8.C.2 TLS

Requirement:
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TLS 1.2 and above shall be used regardless of the sensitivity of the data being transmitted.
Secure cryptographic controls prescribed in Tablel of the latest document “Cryptographic
Controls for Indian Telecom Security Assurance Requirements (ITSAR)” shall only be used.

[Ref: ENISA Baseline Security Recommendations for IoT November 2017 GP-TM-39]
2.8.C.3 Webserver devices

Requirement:

Where a device related to a webserver encrypts communications using TLS and requests a
client certificate, the server(s) shall establish a connection if the client certificate and its
chain of trust are valid.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.13.9]
2.8.C.4 Verification of X.509 certificate - TLS

Requirement:

If TLS 1.2 and above is used, then the device shall cryptographically verify the X.509
certificate.

[Ref: OWASP ISVS 4.1.3]
2.8.C.5 Certificate and keys - TLS

Requirement:

If TLS 1.2 and above is used, the device's TLS implementation shall use its own certificate
store, pins to the endpoint's certificate or public key, and disallows connections to
endpoints with different certificates or keys, even if signed by a trusted CA.

[Ref: OWASP ISVS 4.1.6]
2.8.C.6 Client server model

Requirement:
If client server model is used for communication, then device shall use up to date

configurations to enable and set the preferred order of algorithms and ciphers used for
communication, using TLS 1.2 or later.

[Ref: OWASP ASVS V9.1]
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2.8.C.7 Insecure algorithms and ciphers
Requirement:
Disable deprecated or known insecure algorithms and ciphers.

[Ref: OWASP V4 Communication requirements control objective]
2.8.C.8 Replay attacks

Requirement:
Protection against replay attacks shall be built into the device.

[Ref: OWASP ISVS 4.1.1]
2.8.C.9 Security for email notifications

Requirement:

The device shall implement transport-level security as per Secure cryptographic controls
prescribed in Tablel of the latest document “Cryptographic Controls for Indian Telecom
Security Assurance Requirements (ITSAR)” for email notifications to ensure the privacy of
the communication while in transit.

[Ref: Agelight IoT Safety Architecture & Risk Toolkit v4.0 38]
D. Level-4 Security Requirements:
Nil

Section 9: Cryptography
A. Level-1 Security Requirements:

2.9.A.1 Cryptographic controls

Requirement:

A policy on the use of Secure cryptographic controls prescribed in Tablel of the latest
document “Cryptographic Controls for Indian Telecom Security Assurance Requirements
(ITSAR)” for the protection of information shall be developed and implemented.

[Ref: 1SO:27001 A.12.3.1]
2.9.A.2 Cryptographic libraries

Requirement:
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Cryptographic libraries used to implement Secure cryptographic controls prescribed in
Tablel of the latest document “Cryptographic Controls for Indian Telecom Security
Assurance Requirements (ITSAR)" shall be certified to be compliant with a recognized
cryptographic security standard.

[Ref: OWSAP ISVS 2.4.6]
2.9.A.3 Cryptographic keys

Requirement:
Cryptographic secrets and keys shall be unique per device.

[Ref: OWASP ISVS 2.4.1]
2.9.A.4 Cryptographic key chain

Requirement:
The manufacturer shall submit an undertaking that the cryptographic key chain used for
signing production software is different from that used for any other test, development or

other software images or support requirement.

[Ref: IoT Security assurance framework Release 3.0 November 2021 2.4.9.8]

2.9.A.5 Secure sources of randomness

Requirement:

Secure sources of randomness shall be provided by the operating system and/or hardware
for all security needs.

[Ref: OWASP ISVS 2.4.3]
2.9.A.6 Provisioning of security parameters and keys

Requirement:
There shall be a process for secure provisioning of security parameters and keys that
includes random and individual (unique) generation, distribution, update, revocation and

destruction.

[Ref: IoT Security assurance framework Release 3.0 November 2021 2.4.9.3]

29



B. Level-2 Security Requirements:
2.9.B.1 Confidentiality, authenticity, and/or integrity of data

Requirement:

Secure cryptographic controls prescribed in Table1 of the latest document “Cryptographic
Controls for Indian Telecom Security Assurance Requirements (ITSAR)” shall be used to
protect the confidentiality, authenticity, and/or integrity of data and information (including
control messages), in transit and in rest.

[Ref: ENISA Baseline security recommendations for [oT November 2017 GP-TM-34]
2.9.B.2 Secured sessions

Requirement:

Secure session shall be established after each disconnected session to prevent intentional
and unintentional Denial of Service (DoS).

[Ref: GSMA CLP.13 9.1]
2.9.B.3 Storage of sensitive unencrypted parameters

Requirement:

The device shall store all sensitive unencrypted parameters (e.g., keys) in a secure, tamper
resistant location.

[Ref: IoT Security assurance framework Release 3.0 November 2021 2.4.9.7]
2.9.B.4 Applications stored outside CPU’s core EEPROM

Requirement:

All applications stored outside of a CPU’s core EEPROM shall be cryptographically
authenticated.

[Ref: GSMA CLP.13 6.11]
C. Level-3 Security Requirements:
2.9.C.1 API for the TCB

Requirement:
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The device shall utilize an API for the TCB.

[Ref: GSMA CLP.13 6.4]
2.9.C.2 Trust Anchor

Requirement:
Static key or personalize key shall be used with a trust anchor device specific.

[Ref: GSMA CLP.13 6.1.1,6.1.1.1,6.1.1.2]
D. Level-4 Security Requirements:
Nil

Section 10: Minimize Exposed Attack Surfaces

A. Level-1 Security Requirements:

2.10.A.1 Removal of silk screens from PCBs

Requirement:

The descriptive silkscreens shall be removed from PCBs and debug paths and traces are
depopulated from production PCBs.

[Ref: OWASP ISVS 5.1.10]
2.10.A.2 Secret keys in a device family

Requirement:

The manufacturer should submit an undertaking that the same secret key is not used in an
entire device family. Compromising a single device would be enough to expose the rest of
the device family.

[Ref: ENISA Baseline security recommendations for IoT November GP-TM-49]
2.10.A.3 Security of test/debug modes

Requirement:

The device shall feature only the essential physical external ports (such as USB) necessary
for them to function and that the test/debug modes are secure.

[Ref: ENISA Baseline security recommendations for [oT November 2017 GP-TM-33]
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2.10.A.4 Unused communication ports

Requirement:

All communications port(s) which are not used as part of the device’s normal operation
shall not be physically accessible and shall be disabled.

[Ref: IoT SF IoT Security Assurance Framework Release 3.0 November 2021 2.4.4.9]
2.10.A.5 Debugging headers

Requirement:
Debugging headers shall be removed from PCBs.

[Ref: OWASP ISVS 5.1.6]
B. Level-2 Security Requirements:

2.10.B.1 Physical decapsulation, side channel and glitching attacks

Requirement:

The devices shall have tamper resistant device casting and shall be provided protection
against physical decapsulation, side channel and glitching attacks.

[Ref: OWASP ISVS 5.1.9 and GSMA CLP 7.3]
2.10.B.2 Debugging and Testing Technologies

Requirement:

Disable Debugging and Testing Technologies: The Approved Configuration of the device to
be deployed shall never contain debugging, diagnostic, or testing interfaces that could be
abused by an adversary. Such interfaces are:

» Command-line console interfaces

» Consoles with verbose debugging, diagnostic, or error messages

» Hardware debugging ports such as JTAG or SWD

» Network services used for debugging, diagnostics, or testing

» Administrative interfaces, such as SSH or Telnet

[Ref: GSMA CLP.13 8.2]

2.10.B.3 Unofficially documented debug features
Requirement:
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The manufacturer shall submit an undertaking that hardware has no unofficially
documented debug features, such as special pin configurations that can enable or disable
certain functionality.

[Ref: OWASP ISVS 5.1.7]
2.10.B.4 Unused network and logical interfaces

Requirement:

All unused network and logical interfaces shall be disabled, offering a configuration option
that logically disables the interfaces.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.6-1 and NIST (8259) A]

2.10.B.5 Software services

Requirement:

The manufacturer shall only enable software services that are used or required for the
intended use or operation of the device.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.6-5]
2.10.B.6 Software development processes

Requirement:

The manufacturer shall give an undertaking on following secure development processes for
software deployed on the device.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.6-9]
2.10.B.7 Build environment of each application

Requirement:

The manufacturer shall give an undertaking that each application in the device is built using
a secure and repeatable build environment.

[Ref: OWASP ISVS 1.3.1]
2.10.B.8 GPL-based firmware

Requirement:
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The manufacturer shall submit an undertaking that GPL-based firmware has its source code
published and that no sensitive or proprietary information is accidentally included in the
process.

[Ref: OWASP ISVS 1.3.2]
2.10.B.9 Safe equivalents functions

Requirement:

The manufacturer shall submit an undertaking that banned C/C++ functions (e.g.,, memcpy,
strcpy, gets, etc.) are replaced with safe equivalents functions (e.g., Safe C, Safe Strings
library).

[Ref: OWASP ISVS 1.3.3]
2.10.B.10 Builds of source code

Requirement:

The manufacturer shall submit an undertaking that build pipelines only perform builds of
source code maintained in version control systems.

[Ref: OWASP ISVS 1.3.5]

2.10.B.11 Compilers, version control clients, development utilities, and software
development kits

Requirement:

The manufacturer shall submit an undertaking that compilers, version control clients,
development utilities, and software development Kkits are analyzed and monitored for
tampering, trojans, or malicious code.

[Ref: OWASP ISVS 1.3.6]
2.10.B.12 Compilation of packages

Requirement:
The manufacturer shall submit an undertaking that packages are compiled with Object Size

Checking (OSC) (e.g. -D_FORTIFY_SOURCE=2), No eXecute (NX) or Data Execution
Protection (DEP) (e.g. -z,noexecstack), Position Independent Executable (PIE) (e.g. -fPIE),
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Stack Smashing Protector (SSP) (e.g. -fstack-protector-all), read-only relocation (RELRO)
(e.g. -Wl,-zrelro)

[Ref: OWASP ISVS 1.3.7]
2.10.B.13 Release builds

Requirement:

The manufacturer shall submit an undertaking that release builds do not contain debug
code or privileged diagnostic functionality.

[Ref: OWASP ISVS 1.3.12]
2.10.B.14 Debug and release firmware

Requirement:

The manufacturer shall submit an undertaking that debug, and release firmware shall not
be signed using the same keys.

[Ref: OWASP ISVS 1.3.13]
2.10.B.15 Debug information

Requirement:

The manufacturer shall submit an undertaking that debug information shall not contain
sensitive information, such as PII, credentials or cryptographic material.

[Ref: OWASP ISVS 1.3.14]
2.10.B.16 Debug interface

Requirement:

Debug interface shall communicate only with authorized and authenticated entities on the
production devices. The functionality of any interface should be minimized to its essential
task.

[Ref: IoT SF IoT Security Assurance Framework Release 3.0 November 2021 2.4.4.5]
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C. Level-3 Security Requirements:

Nil

D. Level-4 Security Requirements:

Nil

Section 11: Vulnerability Management

A. Level-1 Security Requirements:

2.11.A.1 Vulnerability management related policies

Requirement

The manufacturer shall submit an undertaking that the following policies/processes are in

place for

a) receiving reports of vulnerabilities

b) recording reported vulnerabilities

c) responding to reported vulnerabilities, including the process of coordinating
vulnerability response activities among component suppliers and third-party
vendors.

d) disclosing reported vulnerabilities.

e) receiving notification from component suppliers and third-party vendors about any
change in the status of their supplied components, such as the end of production,
end of support, deprecated status (e.g., the device is no longer recommended for
use), or known insecurities.

f) interacting with both internal and third-party security researcher(s) on the devices
or services.

g) conflict resolution process for Vulnerability Disclosures

h) Security advisory notification

i) Retention of the key security design information and risk analysis over the whole
lifecycle of the device or service.

j) Informing users and relevant stakeholders when vulnerabilities affect devices

through established communication channels (website, e-mail, security advisory
pages, changelogs, etc.).

2.11.A.2 Software Component Transparency

Requirement:

The manufacturer shall submit an undertaking on Software Component Transparency -
Develop and maintain a “bill of materials” including software, firmware, hardware, and
cataloguing third-party software libraries (including open-source modules and plugins)
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components, versioning, and published vulnerabilities. This applies to the device, mobile
and cloud services and can help quickly remediate reported vulnerabilities.

[Ref: Agelight IoT Safety Architecture & Risk Toolkit v4.0 9 and OWASP ISVS 1.2.1]
2.11.A.3 Vulnerability scanners

Requirement:

The device shall support the use of vulnerability scanners.

[Ref: NIST 8228 Expectation-7]
2.11.A.4 Hardening of compiler language

Requirement:

The manufacturer should enforce language security so that the compiler or run-time should
be security hardened, where possible, to restrict the potential for a vulnerability to be
abused by an adversary.

[Ref: GSMA CLP.13 7.10]
2.11.A.5 Third party and open source software

Requirement:

The manufacturer shall identify the third party and open source software that are used in
the device.

[Ref: OWASP ISVS 1.2.2]
B. Level-2 Security Requirements:

2.11.B.1 Abnormal number of requests
Requirement:

The device application shall provide anomaly detection and alert on abnormal numbers of
requests, such as by IP, user, total per hour or day, or whatever makes sense for the
application.

[Ref: OWASP ASVS 8.1.4, GSMA CLP.13 6.13]
C. Level-3 Security Requirements:
2.11.C.1 Review of device OS
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Requirement:
The device OS shall be reviewed for known security vulnerabilities, particularly in the field

of cryptography, prior to each update and after release. Cryptographic algorithms,
primitives, libraries, and protocols shall be updateable to address any vulnerabilities.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.6.14]

2.11.C.2 Continuous monitoring of security vulnerabilities
Requirement:
Manufacturers shall submit an undertaking to continually monitor for, identify and rectify

security vulnerabilities within the device and services they sell, produce, have produced
and services they operate during the defined support period.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.2-3]

D. Level-4 Security Requirements:
2.11.D.1 Pentesting strategy

Requirement:

The Device shall implement a complete persistent pentesting strategy.

[Ref: GSMA CLP-13 7.11]

Section 12: Incident Management

A. Level-1 Security Requirements:

2.12.A.1 Operational and security events

Requirement:
The device shall log its operational and security events.

[Ref: NIST Expectation 15]
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B. Level-2 Security Requirements:
2.12.B.1 Detection of potential incidents

Requirement:
The device shall facilitate the detection of potential incidents by internal or external

controls, such as intrusion prevention systems, anti-malware utilities, and file integrity
checking mechanisms.

[Ref: NIST Expectation 17]

C. Level-3 Security Requirements:
Nil

D. Level-4 Security Requirements:
Nil

Section 13: Make Systems Resilient to Qutages

A. Level-1 Security Requirements:

2.13.A.1 Access control during initial connection
Requirement:

The device shall maintain appropriate access control during initial connection (i.e,
onboarding) and when reestablishing connectivity after disconnection or outage.

[Ref: NIST Whitepaper]

B. Level-2 Security Requirements:

Nil

C. Level-3 Security Requirements:

Nil

D. Level-4 Security Requirements:

39



Nil

Section 14: Keep Software Updated

A. Level-1 Security Requirements:
2.14.A.1 Remote update

Requirement:

Where remote update is supported, there shall be an established process/plan for
validating and updating devices on an on-going or remedial basis.

[Ref: IoT SF IoT Security Assurance Framework Release 3.0 November 2021 2.4.3.22]

2.14.A.2 Secure update
Requirement:

All software components in the devices shall be securely updateable.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.3-1]

2.14.A.3 Authenticate to update server
Requirement:

The device shall authenticate to the update server component prior to downloading the
Update.

[Ref: OWASP ISVS 3.4.10]

2.14.A.4 Authenticity of the update
Requirement:

The update shall be applied right after the authenticity of the update is validated.

[Ref: OWASP ISVS 3.4.4]

2.14.A.5 Automatic updates and/or update notifications
Requirement:
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If the device supports automatic updates and/or update notifications, these should be
enabled in the initialized state and configurable so that the user can enable, disable, or
postpone installation of security updates and/or update notifications.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.3-6]

2.14.A.6 Checking for security updates
Requirement:

The device should check after initialization, and then periodically, whether security updates
are available. Security updates shall be timely, and the devices shall be updated
automatically upon a pre-defined schedule.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.3-5]

2.14.A.7 Notification during software update
Requirement:

The device shall notify the user when the application of a software update will disrupt the
basic functioning of the device along with the approximate expected duration of downtime.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.3-12]

2.14.A.8 Over-The-Air (OTA) update
Requirement:

The manufacturer shall ensure that the device software/firmware, its configuration, and its
applications have the ability to update Over-The-Air (OTA), that the update server is secure,
that the update file is transmitted via a secure connection. Secure cryptographic controls
prescribed in Tablel of the latest document “Cryptographic Controls for Indian Telecom
Security Assurance Requirements (ITSAR)” shall only be used.

[Ref: ENISA Baseline Security Recommendation for [oT November 2017 GP-TM-18]

2.14.A.9 Failure of update
Requirement:

In the event of an update failure, the device shall revert to a backup image.
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[Ref: OWASP ISVS 3.4.7]

B. Level-2 Security Requirements:
2.14.B.1 Authenticity and integrity of software updates

Requirement:

1. The device shall verify the authenticity and integrity of software updates, this could
include but not limited to cryptographic hash comparison, code signature validation, and
reliance on manufacturer-provided software that automatically performs update
verification and authentication.

2. The updates shall be cryptographically signed by a trusted source and their authenticity
and integrity shall be verified via a trust relationship before execution.

3. The digital signature, signing certificate and signing certificate chain of the software
update package shall be verified by the device before the update process begins.

4. The Signing Authority shall be clearly identified.

[Ref: 10T SF IoT Security Assurance Framework Release 3.0 November 2021 2.4.5.2]

C. Level-3 Security Requirements:
2.14.C.1 Firmware-update through peer

Requirement:

If the network peer claims to offer a firmware-update service, the TCB shall authenticate
the peer as being a part of the core [oT Service Provider network before accepting firmware
updates from the peer.

[Ref: GSMA CLP.13 6.1]

D. Level-4 Security Requirements:
Nil

Section 15: Ensure Software Integrity

A. Level-1 Security Requirements:

2.15.A.1 Unauthorized phone home or data collection capabilities

Requirement:

The application source code and third-party libraries shall not contain unauthorized phone
home or data collection capabilities. Where such functionality exists, the user's permission
shall be obtained for it to operate before collecting any data.
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[Ref: OWASP ASVS 10.2.1]

2.15.A.2 Permissions to privacy related features or sensors

Requirement:

The application shall not ask for unnecessary or excessive permissions to privacy related
features or sensors, such as contacts, cameras, microphones, or location.

[Ref: OWASP ASVS 10.2.2]
2.15.A.3 Backdoors

Requirement:

Manufacturer shall submit an undertaking that the application source code and third-party
libraries shall not contain back doors, such as hard-coded or additional undocumented
accounts or keys, code obfuscation, undocumented binary blobs, rootkits, or anti-
debugging, insecure debugging features, or otherwise out of date, insecure, or hidden
functionality that could be used maliciously

[Ref: OWASP ASVS 10.2.3, 10.2.5 and 10.2.6]
2.15.A.4 Time bombs

Requirement:

Manufacturer shall submit an undertaking that the application source code and third-party
libraries shall not contain time bombs by searching for date and time related functions,
malicious code, such as salami attacks, logic bypasses, logic bombs, Easter eggs, or any
other potentially unwanted functionality.

[Ref: OWASP ASVS 10.2.3]
2.15.A.5 Minimum access privileges

Requirement:

Manufacturer shall give undertaking that files, directories, and persistent data are set to
minimum access privileges required to correctly function.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.6.4]
2.15.A.6 OS command line access

Requirement:
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All OS command line access to the most privileged accounts shall be removed from the OS.

[Ref: IoT SF IoT Security assurance framework Release 3.0 November 2021 2.4.6.7]
2.15.A.7 Device’s OS kernel and services

Requirement:

All the device’s OS kernel and services or functions shall be disabled by default unless
specifically required.

[Ref: IoT SF IoT Security assurance framework Release 3.0 November 2021 2.4.6.8]
2.15.A.8 Device's OS kernel design

Requirement:

The device's OS kernel shall be designed such that each component runs with the least
security privilege required (e.g, a microkernel architecture), and the minimum
functionality needed.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.6.13]
2.15.A.9 User interface

Requirement:
The user interface shall be protected by an automatic session idle logout timeout function.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.6.15]
2.15.A.10 LINUX

Requirement:

If LINUX is used,

- processes shall be isolated using Linux kernel namespaces.

- critical processes shall be configured to limit resources using control groups
(cgroups).

- Linux kernel capabilities shall be configured with a minimal set for processes that
require elevated access.

- SECure COMPuting (seccomp BPF) with filters shall be used and properly configured
to only allow necessary system calls.

- the use of kernel security modules such as SELinux, AppArmor, GRSEC, shall be alike.
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[Ref: OWASP ISVS 3.3]
B. Level-2 Security Requirements:

2.15.B.1 Integrity protections
Requirement:

The application shall employ integrity protections, such as code signing or sub resource
integrity. The application shall not load or execute code from untrusted sources, such as
loading includes modules, plugins, code, or libraries from untrusted sources or the Internet.

[Ref: OWASP ASVS 10.3.2]
2.15.B.2 Cryptographically signed code

Requirement:

Code shall be cryptographically signed to ensure it has not been tampered after being
signed as safe for the device, and implement run-time protection and secure execution
monitoring to be sure malicious attacks do not overwrite code after it is loaded

[Ref: ENISA Baseline Security Recommendation for [oT November 2017 GP-TM-04]
2.15.B.3 Updation of OS kernel

Requirement:
The OS kernel shall be up to date.

[Ref: OWASP ASVS 3.2.4]
2.15.B.4 Persistent filesystem storage

Requirement:
Persistent filesystem storage volumes shall be encrypted.

[Ref: OWASP ASVS 3.2.5]

2.15.B.5 Address Space Layout Randomization (ASLR) and Data Execution
Prevention (DEP)

Requirement:

Address Space Layout Randomization (ASLR) and Data Execution Prevention (DEP) should
be enabled.
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[Ref: OWASP ASVS 3.2.7]
2.15.B.6 Security features supported by the OS

Requirement:
All the applicable security features supported by the OS shall be enabled.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.6.10]
2.15.B.7 Separation architecture of OS

Requirement:

The OS shall implement a separation architecture to separate trusted from untrusted
applications.

[Ref: 10T SF IoT Security assurance framework Release 3.0 November 2021 2.4.6.11]

C. Level-3 Security Requirements:

2.15.C.1 Secure boot mechanisms
Requirement:

The device shall verify its software using secure boot mechanisms.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.7-1

2.15.C.2 Controls against malicious code

Requirement:

Controls against malicious code: Control Detection, prevention, and recovery controls to
protect against malicious code

[Ref: ISO 27001 A.10.4 and ISO 27001 A.10.4.1]
2.15.C.3 Unnecessary Services removal

Requirement:

The device shall only run protocol handlers and services which are needed for its operation,
and which do not have any known security vulnerabilities. In particular, by default the
following services shall be initially configured to be disabled on the device by the vendor

46



except if services are needed during deployment. In that case those services shall be
disabled according to vendor’s instructions after deployment is done. Disabled protocols
may still need to be enabled for other reasons by the operators, e. g. remote diagnostics.
 File Transfer Protocol (FTP)

e Trivial File Transfer Protocol (TFTP)

e Telnet

 rlogin, Rate Control Protocol (RCP), Remote Shell Protocol (RSH)

e HTTP

e Simple Network Management Protocol (SNMP) v1 and v2

e SSHv1

e Transmission Control Protocol (TCP) / User Datagram Protocol (UDP) Small Servers
(Echo, Chargen, Discard and Daytime)

e Finger

e Bootstrap Protocol (BOOTP) server

e Discovery protocols (Cisco Discovery Protocol (CDP), Link Layer Discovery Protocol
(LLDP))

e [P Identification Service (Identd)

¢ Packet Assembler/Disassembler (PAD)

¢ Maintenance Operations Protocol (MOP)

Any other protocols, services that are vulnerable are also to be permanently disabled.

Full documentation of required protocols and services (communication matrix) of the
device and their purpose needs to be provided by the OEM as a prerequisite for the test
case.

[Ref: TSDSISTD T1.3GPP 33.117-17.1.0 V.1.1.0. Section-4.3.2.1]

2.15.C.4 Controls against mobile code

Requirement:
Controls against mobile code: Where the use of mobile code is authorized, the configuration

shall ensure that the authorized mobile code operates according to a clearly defined
security policy, and unauthorized mobile code shall be prevented from executing.

[Ref: ISO 27001 A.10.4.2]

2.15.C.5 Detection of malicious codes

Requirement:
The manufacturer shall give an undertaking that a code analysis tool has been used to

detect potentially malicious code, such as time functions, unsafe file operations and
network connections.
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[Ref: OWASP ASVS V10.1 and 10.1.1]

2.15.C.6 Integrity Measurement Architecture (IMA)

Requirement:

An Integrity Measurement Architecture (IMA) or similar integrity subsystem should be
used and appropriately configured.

Ref: OWASP ASVS 3.2.10]

D. Level-4 Security Requirements:
Nil

Section 16: Firmware and Bootloader Security

A. Level-1 Security Requirements:

2.16.A.1 Configuration of firmware
Requirement:

The devices released shall have firmware configured with secure defaults appropriate for a
release build (as opposed to debug versions)

[Ref: OWASP ISVS 1.2.3]
2.16.A.2 Design of device firmware

Requirement:

Device firmware shall be designed to isolate privileged code and data from portions of the
firmware that do not need access to them

[Ref: ENISA Baseline security recommendations for [oT November 2017 GP-TM-28]

B. Level-2 Security Requirements:

Nil

C. Level-3 Security Requirements:

2.16.C.1 Secure boot process

Requirement:
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The secure boot process shall be enabled by default, and the device's processor system shall
have an irrevocable hardware secure boot process.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.4.1, 2.4.4.4]

2.16.C.2 Authenticity of first stage boot loader

Requirement:

The authenticity of the first stage bootloader shall be verified by a trusted component of
which the configuration in read-only memory (ROM) cannot be altered (e.g., CPU Based
Secure Boot/Trusted Boot with a hardware root of trust).

[Ref: OWASP ISVS 3.1.4]
2.16.C.3 Default/standard boot loader

Requirement:

The default/standard bootloader shall not be used if it allows alternative images or
firmware flashing.

[Ref: GSMA CLP.13 6.17]

2.16.C.4 Authenticity of boot loader stages
Requirement:

The authenticity of bootloader stages or application code shall get cryptographically
verified before executing subsequent steps in the boot process.

[Ref: OWASP ISVS 3.1.5]

2.16.C.5 Executable image of first-stage boot loader

Requirement:

The first-stage bootloader executable image shall be locked in EEPROM and should only be
updated through a secure process.

[Ref: GSMA CLP.13 6.17]
2.16.C.6 Bootloading
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Requirement:

Boot loading should be outside of internal EEPROM.

[Ref: GSMA CLP.13 6.15]
2.16.C.7 Direct Memory Access (DMA)

Requirement:
Direct Memory Access (DMA) shall not be possible during boot.

[Ref: OWASP ISVS 3.1.8]
2.16.C.8 Sensitive information in boot loader stages

Requirement:

Bootloader stages shall not contain sensitive information (e.g., private keys or passwords
logged to the console) as part of device start-up.

[Ref: OWASP ISVS 3.1.6]

2.16.C.9 Code loading of boot loader
Requirement:

The bootloader shall not allow code loaded from arbitrary locations, including both local
storage (e.g., SD, USB, etc.) and network locations (e.g. NFS, TFTP, etc.).

[Ref: OWASP ISVS 3.1.1]

2.16.C.10 Communication interfaces
Requirement:

The communication interfaces such as USB, UART, and other variants shall be disabled or
adequately protected during every stage of the device's boot process.

[Ref: OWASP ISVS 3.1.3]

D. Level-4 Security Requirements:
Nil

50



Section 17: Hardware security

A. Level-1 Security Requirements:

2.17.A.1 Non-volatile memory's contents
Requirement:

Where microcontroller/ microprocessor(s) reads the firmware from a separate non-volatile
memory device, the non-volatile memory's contents shall be encrypted.

[Ref: IoT SF IoT Security assurance framework Release 3.0 November 2021 2.4.4.13]

B. Level-2 Security Requirements:

2.17.B.1 Minimum Viable execution Platform
Requirement:
A device should support Minimum Viable execution Platform (Application Roll-Back).

[Ref: GSMA CLP.13 6.7]

2.17.B.2 Security configuration of the platform
Requirement:

The security configuration of the platform should be locked (e.g., through burning OTP
fuses).

[Ref: OWASP ISVS 5.1.5]

C. Level-3 Security Requirements:
2.17.C.1 CPU watchdog

Requirement:

Where a deviceion device has a CPU watchdog, it shall be enabled and shall reset the device
in the event of any unauthorized attempts to pause or suspend the CPU’s execution.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.4.15]

D. Level-4 Security Requirements:
Nil
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Section 18: Installation and Maintenance

A. Level-1 Security Requirements:
2.18.A.1 Security logs

Requirement:

The device shall collect logs about events with security implications, such as successful and
failed authentication attempts, access to debugging functionality etc.

[Ref: OWASP ISVS 1.4.1]
2.18.A.2 Contents of logs

Requirement:

The collected logs shall have the adequate granularity to enable actionable insights and
alerts. Logs should include, at a minimum, the type of event, timestamp, source, outcome,
and identification of involved actors.

[Ref: OWASP ISVS 1.4.2]
2.18.A.3 Device synchronization

Requirement:

The device shall be synchronized with a reliable time source to ensure the validity of log
timestamps.

[Ref: OWASP ISVS 1.4.3]
2.18.A.4 Sensitive information in logs

Requirement:

Verify that collected logs do not include sensitive information, such as PII, credentials and
cryptographic keys.

[Ref: OWASP ISVS 1.4.4]
2.18.A.5 Online collection of logs

Requirement:

Verify that collected logs can be securely retrieved from the devices over an online
collection, either periodically or on-demand.

[Ref: OWASP ISVS 1.4.5]
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2.18.A.6 Privacy settings and preferences
Requirement:

The manufacturer shall provide controls and/or documentation enabling the consumer to
review and revise their privacy settings and preferences.

[Ref: Agelight IoT Safety Architecture & Risk Toolkit v4.0 27]

2.18.A.7 Secured set up of the device

Requirement:

The manufacturer shall provide users with guidance on how to securely set up their device
including how to check whether the device is securely set up.

[Ref: ETSI EN 303 645 V2.1.1 (2020-06) Provision 5.12-2]

B. Level-2 Security Requirements:

2.18.B.1 Tamper Evident measures
Requirement:

Tamper Evident measures shall be used to identify any interference to the assembly to the
end user.

[Ref: IoT SF 10T Security Assurance Framework Release 3.0 November 2021 2.4.4.11]

C. Level-3 Security Requirements:
Nil

D. Level-4 Security Requirements:
Nil

Section 19: Supply Chain

A. Level-1 Security Requirements:

2.19.A.1 Shipping of device
Requirement:

Device shall be shipped with information (documents or URL) about their operations and
normal behaviour e.g., domains contacted, volume of messaging, Manufacturer Usage

Description (MUD). Supporting document shall be furnished.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.14.13]
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B. Level-2 Security Requirements:

Nil

C. Level-3 Security Requirements:
2.19.C.1 Generation of encryption keys

Requirement:

In manufacture, all encryption keys that are unique to each device shall be either securely
and truly randomly internally generated or securely programmed into each device in
accordance with industry standard FIPS140-2 or equivalent. The manufacturer shall submit
an undertaking in this regard.

[Ref: IoT SF 10T Security assurance framework Release 3.0 November 2021 2.4.14.9]

D. Level-4 Security Requirements:

Nil
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Chapter 3 - Specific Security Requirements

Section 1: Bluetooth

A. Level-1 Security Requirements:

3.1.A.1 PIN/ Pass-Kkey code

Requirement:

PIN or Pass-Key codes shall not be easily guessable (e.g., don't use 0000 or 1234).

[Ref: OWASP ISVS 4.3.2]

3.1.A.2 Encryption keys

Requirement:
Encryption keys shall be the maximum size the device supports, and this size is sufficient to

adequately protect the information transmitted over the Bluetooth connection. The most
secure Bluetooth pairing method available shall be used.

[Ref: OWASP ISVS 4.3.5]

3.1.A.3 Pairing methods

Requirement:

Out Of Band (0O0B), Numeric Comparison, or Passkey Entry pairing methods shall be used
depending on the communicating device's capabilities.

[Ref: OWASP ISVS 4.3.6]

3.1.A.4 Bluetooth Security Mode and Level

Requirement:

The strongest Bluetooth Security Mode and Level supported by the device shall be used.
For Bluetooth 4, Security Mode 4, Level 4 shall be used. For Bluetooth 2.1 through 4.0
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devices, Security Mode 4, Level 3 shall be used, and for Bluetooth 2.0 and older devices
Security Mode 3 is recommended.

[Ref: OWASP ISVS 4.3.7]

3.1.A.5 Encryption of Bluetooth connections

Requirement:

Bluetooth connections should be encrypted when transmitting user IDs, passwords, and
other sensitive information.

[Ref: Agelight [oT Safety Architecture & Risk Toolkit v4.0 1]

B. Level-2 Security Requirements:

3.1.B.1 Pairing and discovery

Requirement:

Pairing and discovery shall be blocked in Bluetooth devices except when necessary.

[Ref: OWASP ISVS 4.3.1]

C. Level-3 Security Requirements:

Nil

D. Level-4 Security Requirements:

Nil

Section 2: Zigbee

A. Level-1 Security Requirements:
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3.2.A.1 Version

Requirement:
Zigbee version 3.0 and above shall be used

[Ref: OWASP ISVS 4.5.1]

3.2.A.2 Joining Zigbee network

Requirement:
The most secure way of joining the Zigbee network shall be used, depending on the selected
security architecture. For example, for the Centralized architecture, use out-of-band install

codes. For the Distributed one, use pre-configured link keys.

[Ref: OWASP ISVS 4.5.3]

3.2.A.3 Pre-configured global link key

Requirement:
The default pre-configured global link key (i.e., ZigbeeAlliance09) shall not be used to join

the network, except if explicitly required for compatibility reasons and if associated risks
have been considered.

[Ref: OWASP ISVS 4.5.4]

3.2.A.4 Activation of pairing mode

Requirement:
User interaction shall be required to activate pairing mode for both the joining nodes and

the Zigbee Trust Center or router. Devices should automatically exit pairing mode after a
pre-defined short amount of time, even if the pairing is unsuccessful.

[Ref: OWASP ISVS 4.5.5]
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3.2.A.5 Network key generation

Requirement:

The network key shall be randomly generated (for example during the initial network
setup).

[Ref: OWASP ISVS 4.5.6]

3.2.A.6 Network key regeneration

Requirement:

The network key shall be periodically regenerated.

B. Level-2 Security Requirements:

3.2.B.1 Validation of Paired Devices

Requirement:

Users shall obtain an overview of paired devices to validate that they are legitimate (for
example, by comparing the MAC addresses of connected devices to the expected ones).

[Ref: OWASP ISVS 4.5.8]

C. Level-3 Security Requirements:

Nil

D. Level-4 Security Requirements:

Nil

Section 3: Wi-Fi

A. Level-1 Security Requirements:

3.3.A.1 Disabling Wi-FI connectivity
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Requirement:
Wi-Fi connectivity shall be disabled unless required as part of device functionality. Devices
with no need for network connectivity or which support other types of network

connectivity, such as Ethernet, shall have the Wi-Fi interface disabled.

[Ref: OWASP ISVS 4.4.2]

3.3.A.2 Protection of Wi-Fi communications

Requirement:

WPAZ2 or higher shall be used to protect Wi-Fi communications. In case WPA is used, it shall
be encrypted with AES (CCMP mode).

[Ref: OWASP ISVS 4.4.3]

3.3.A.3 Use of Wi-Fi Protected Setup (WPS)

Requirement:
Wi-Fi Protected Setup (WPS) shall not use to establish Wi-Fi connections between devices.

[Ref: OWASP ISVS 4.4.4]
B. Level-2 Security Requirements:

3.3.B.1 SSIDs

Requirement:

The SSIDs should not be the default and should be hidden for all connected devices,
reducing the attack surface of a brute-force attack.

[Ref: OWASP ISVS 4.4.1]
C. Level-3 Security Requirements:
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Nil

D. Level-4 Security Requirements:

Nil

Section 4: LTE

A. Level-1 Security Requirements:

3.4.A.1 Confidentiality on the Air Interface

Requirement:
LTE shall enable Confidentiality on the Air Interface.

[Ref: NIST SP 800-187 5.2]

3.4.A.2 Ciphering Indicator

Requirement:
LTE shall use the Ciphering Indicator

[Ref: NIST SP 800-187 5.3]

3.4.A.3 SIM/USIM PIN Code

Requirement:
The device shall use SIM/USIM PIN Code

[Ref: NIST SP 800-187 5.7]

3.4.A.4 Temporary Identities

Requirement:
LTE shall use Temporary Identities

[Ref: NIST SP 800-187 5.8]
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B. Level-2 Security Requirements:

Nil

C. Level-3 Security Requirements:

Nil

D. Level-4 Security Requirements:

Nil

Section 5: LoRaWAN

A. Level-1 Security Requirements:

3.5.A.1 Version

Requirement:

LoRaWAN version 1.1 or above shall be used.

[Ref: OWASP ISVS 4.6.1]

3.5.A.2 Root keys

Requirement:
Root keys shall be unique per end device.

[Ref: OWASP ISVS 4.6.4]

B. Level-2 Security Requirements:

3.5.B.1 Replay attacks

Requirement:
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Replay attacks shall not be possible using off-sequence frame counters. For example, in
case end device counters are reset after a reboot, verify that old messages cannot be
replayed to the gateway.

[Ref: OWASP ISVS 4.6.5]

C. Level-3 Security Requirements:

3.5.C.1 Communication with LoRaWAN gateway

Requirement:
All communication between the LoRaWAN gateway and the network, join and application
servers shall occur over a secure channel (for example TLS or IPsec), guaranteeing at least

the integrity and authenticity of the messages.

[Ref: OWASP ISVS 4.6.3]

D. Level-4 Security Requirements:

Nil

Section 6: Other Security Requirements

A. Level-1 Security Requirements:

3.6.A.1 Private Access Point Name

Requirement:

Private (secure) Access Point Name (APN) shall be used to connect cellular network.

3.6.A.2 Compliance to Pluggable (U)ICC ITSAR

Requirement:

The SIM card used in the smart camera shall meet the security requirements as specified in
the ITSAR on “Pluggable (U)ICC” which is under enforcement.
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B. Level-2 Security Requirements:

Nil

C. Level-3 Security Requirements:

Nil

D. Level-4 Security Requirements:

Nil

Section 7: Camera specific security Requirements

A. Level-1 Security Requirements:

3.7.A.1 Restoration on loss of power
Requirement:

Smart Camera shall remain operating and locally functional in the case of a loss of network
access and should recover cleanly in the case of restoration of a loss of power.

[Ref: ETSI EN 303 645 V2.1.0 (2020-04) provisions 5.9-2]
3.7.A.2 Authentication Logs

Requirement:

Failed Authentication attempts shall be logged

[Ref: IoT SF IoT Security assurance framework Release 3.0 November 2021 2.4.7.5]

3.7.A.3 Firmware Audit

Requirement:

The manufacturer shall submit an undertaking that the devices’ firmware should undergo
rigorous auditing to check for any security bugs - in the code, data flow, various logics, and
even the configurations.
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[Ref: Security Considerations for Smart Cameras
https://www.einfochips.com/blog/security-considerations-for-smart-cameras/ |

3.7.A.4 Secure Built in capabilities

Requirement:

The device shall have its own secure built-in patch, upgrade, and configuration
management capabilities.

[Ref: NIST 8228 Expectation 6]

3.7.A.5 Revoke credentials of compromised/ decommissioned devices

Requirement:

Authentication schemes shall be designed to revoke credentials of compromised or
decommissioned devices.

[Ref: OWASP ISVS 2.1.11]

3.7.A.6 Factory reset
Requirement:

The user shall have the ability to perform a factory reset, including the ability to delete all
user data in the event of device transfer, rental, loss, or sale to a third party.

3.7.A.7 Data Retention policy

Requirement:

The Device Manufacturer shall ensure that a detailed data retention policy is in place,
documented for users. The same shall be disclosed to users.

3.7.A.8 User rights

Requirement:
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Users shall be able to exercise their rights to information, access, erasure, rectification, data
portability, restriction of processing and objection to processing. Users shall have a method
to remove or export their data on demand.

[Ref: ENISA Baseline security recommendations for IoT November 2017 GP-TM-14 and
OWASP ASVS 8.3.2]

3.7.A.9 Secure provision of security parameters

Requirement:

There shall be a process for secure provisioning of security parameters and keys that
includes random and individual (unique) generation, distribution, update, revocation and
destruction.

3.7.A.10 Restricted Access to OS

Requirement:

The OS shall be separated from the application(s) and shall only be accessible via defined
secure interfaces.

3.7.A.11 Restricted access to management Server

Requirement:

Access control shall ensure that only authorized users are allowed to access the
management server according to their access privileges in the video surveillance system.

[Ref: T-REC-X.1453]

3.7.A.12 Personal data collection acknowledgement

Requirement:

The manufacturer shall submit an undertaking whether the device shares the recorded
video and personal data or not.

3.7.A.13 Information about detection and analytics functions

Requirement:
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The manufacture shall provide list of detection and analytics functions (for example, human
detection, baby crying detection etc.) that a user can enable or disable by default.

3.7.A.14 Functions requiring users consent

Requirement:

The manufacture shall provide list of device's functions/ functionality that cannot be
enabled without user's explicit consent.

3.7.A.15 Personally Identifiable Information collection

Requirement:

The manufacturer shall share what PI device collects. The device shall ensure that all PI is
encrypted only accessible after successful authentication and authorization.

[Ref: ITU-T E743, IoT SF IoT Security assurance framework Release 3.0 November 2021
4.12.2]

3.7.A.16 Anti-counterfeiting measures

Requirement:

The device should have Anti-counterfeiting identification like watermark etc.

[Ref: Security requirements for intelligent video cameras (ITU draft)]

3.7.A.17 Logged and audited parameters and events

Requirement:

The manufacturer shall share the details of list of parameters and events that are logged
and audited.

[Ref: Security requirements for intelligent video cameras (ITU draft)]

B. Level-2 Security Requirements:

3.7.B.1 Device authentication

Requirement:
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The device shall authenticate itself to connect to the VMs/cloud.

[Ref: T-REC-X.1453]

3.7.B.2 Sensitive data protection

Requirement:
Sensitive data and APIs shall be protected against Insecure Direct Object Reference (IDOR)

attacks targeting creation, reading, updating and deletion of records, such as creating or
updating someone else's record, viewing everyone's records, or deleting all records.

[Ref: OWASP ASVS 4.2.1]

3.7.B.3 Tamper detection alerts

Requirement:

The device shall support alarm generation, User-definable alerts, email alerts, and HTTP
notifications for camera physical tampering detection.

[Ref: Security requirements for intelligent video cameras (ITU draft)]

3.7.B.4 Memory Protection

Requirement:

Memory protection must be enabled in the underlying hardware architecture, and the
operating system must have a concept of privilege levels. Unprivileged software must be
restricted from accessing privileged resources, such as drivers, configuration files, or other
objects.

[Ref: GSMA CLP.13 7.9]

3.7.B.5 Password Policy

Requirement:

An acceptable password shall have minimum of 12 characters from at least three different
character groups-- upper case, lower case, digits, punctuation, etc., and the password shall
be changed at least once in every 90 days. Device shall have password expiration detection.
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[Ref: OWASP ISVS 2.1.5, Security requirements for intelligent video cameras (ITU draft)]

3.7.B.6 Root of Trust based device identity
Requirement:

The devices shall be provided with a Root of Trust (RoT) -backed unique authenticable
logical identity. An authorized actor in physical possession of a device should be able to
discover and authenticate its ROT backed logical identity e.g., for inspection, verification of
devices being on boarded (this may need electrical connection)

[Ref: 10T SF IoT Security assurance framework Release 3.0 November 2021 2.4.8.18 and
2.4.14.10]

3.7.B.7 Data Authenticity and integrity
Requirement:

a) Guarantee data authenticity to enable reliable exchanges from data emission to data
reception.

b) Data shall always be signed whenever and wherever it is captured and stored.

c) The device integrity shall ensure that the stored video data are original data without
forgery.

d) The device integrity shall ensure that the video data transmitted from the camera
are original data without forgery.

[Ref: ENISA BASELINE SECURITY RECOMMENDATIONS FOR IOT NOVEMBER 2017Baseline
security recommendations GP-TM-41]

3.7.B.8 Use of dynamic Address Resolution Protocol
Requirement:

The device shall use dynamic Address Resolution Protocol (ARP) detection or transmission
encryption to prevent attacker from using and analysing network traffic.

[Ref: Security requirements for intelligent video cameras (ITU draft)]

3.7.B.9 IP Filter support

Requirement:
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The device should support IP Filter.

C. Level-3 Security Requirements:

3.7.C.1 End-to-end encryption
Requirement:

The device shall support end-to-end encrypted transmission to ensure that nobody is able
to access the video data in the camera’s real-time video stream.

3.7.C.2 Trusted platform module

Requirement:

The device should have built-in Secure Element (SE) hardware providing main Trusted
Platform Module (TPM) functionality to ensure the highest levels of data security and
privacy protection.

3.7.C.3 Trusted Computing Base

Requirement:
A TCB (Trusted Computing Base) that implements personalization and provisioning shall

ensure that the Endpoint has an identity that is cryptographically unique from every other
Endpoint of its type.

[Ref: GSMA CLP.13 6.1]

3.7.C.4 User authentication

Requirement:

User authentication shall use HTTPS, TLS1.2 or better.

[Ref: 1SO 27001 A.11.4.2]

3.7.C.5 Network authentication

Requirement:
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The device shall support 802.1x network authentication with EAP and TLS 1.2 or better.

3.7.C.6 Digest Authentication

Requirement:

The device should support Digest Authentication.

3.7.C.7 Certificates for Public Key Infrastructure

Requirement:

The device should use ITU X.509 certificates for Public Key Infrastructure (PKI).

3.7.C.8 Protocol hardening

Requirement:

The device shall support protocol hardening configuration.

[Ref: Security requirements for intelligent video cameras (ITU draft)]

3.7.C.9 Secure File Transfer

Requirement:

The device shall support sFTP.

3.7.C.10 Factory level vulnerability management details

Requirement:

The manufacturer shall submit an undertaking detailing list of vulnerabilities found,
repaired and remedial action taken in factory stage.

[Ref: Security requirements for intelligent video cameras (ITU draft)]

3.7.C.11 Self-diagnosis

Requirement:

The device should have mechanisms for self-diagnosis and self-repair/healing to recover
from failure, malfunction, or a compromised state.
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[Ref: ENISA Baseline Security Recommendation for [oT November 2017 GP-TM-16]

3.7.C.12 Intrusion detection and prevention
Requirement:

The device should detect, identify, and prevent intrusion behaviours such as abnormal
super accounts, system sensitive file tampering, process privilege escalation, etc. to ensure
that system resources are protected from attacks that use an IP based network, allowing
the video surveillance to operate normally.

[Ref: T-REC-X.1453]

D. Level-4 Security Requirements:

Nil
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Annexure-I

Definitions

10.

11.

12.

13.

Attacker: A hacker, threat agent, threat actor, fraudster, or other malicious threat to
an IoT Service. This threat could come from individual criminals, organized crime,
terrorism, hostile governments and their agencies, industrial espionage, hacking
groups, political activists, ‘hobbyist’ hackers, and researchers, as well as
unintentional security and privacy breaches.

Authorized Individuals, services, and other 10T device components: An entity
(i.e., a person, device, service, network, domain, developer, or other party who might
interact with an IoT device) that has implicitly or explicitly been granted approval to
interact with a particular IoT device.

Best practice cryptography: Cryptography that is suitable for the corresponding
use case and has no indications of a feasible attack with current readily available
techniques.

Constrained device: Device which has physical limitations in either the ability to
process data, the ability to communicate data, the ability to store data or the ability
to interact with the user, due to restrictions that arise from its intended use.

Consumer: Natural person who is acting for purposes that are outside her/his trade,
business, craft, or profession.

Consumer IoT device: Network-connected (and network-connectable) device that
has relationships to associated services and are used by the consumer typically in the
home or as electronic wearables.

Critical security parameter: Security-related secret information whose disclosure
or modification can compromise the security of a security module.

Defined support period: Minimum length of time, expressed as a period or by an
end date, for which a manufacturer will provide security updates.

Device manufacturer: Entity that creates an assembled final consumer [oT device,
which is likely to contain the devices and components of many other suppliers.

Endpoint: An [oT Endpoint is a physical computing device that performs a function
or task as part of an Internet-connected device or service.

Endpoint Ecosystem: Any configuration of low-complexity devices, rich devices, and
gateways that connect the physical world to the digital world in novel ways.

Factory default: State of the device after factory reset or after final
production/ assembly.

Forward Secrecy: A property of secure communication protocols: A secure
communication protocol is said to have forward secrecy if the compromise of long-
term keys does not compromise past session keys.
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14.

15.
16.

17.
18.

19.

20.

21.

22.

23.

24.

25.

26.
27.

28.

29.

Initialization: Process that activates the network connectivity of the device for
operation and optionally sets authentication features for a user or for network access

Initialized state: state of the device after initialization.

Internet of Things: The Internet of Things describes the coordination of multiple
machines, devices, and appliances connected to the Internet through multiple
networks. These devices include everyday objects such as tablets and consumer,
electronics, and other machines such as vehicles, monitors, and sensors equipped
with machine-to-machine (M2M) communications that allow them to send and
receive data.

10T SAFE: [oT SIM Applet for Secure End-2-End Communication.

IoT Service: Any computer program that leverages data from IoT devices to perform
the service.

IoT Service Ecosystem: The set of services, platforms, protocols, and other
technologies required to provide capabilities and collect data from Endpoints
deployed in the field.

IoT Service Provider: Enterprises or organizations who are looking to develop new
and innovative connected [oT devices and services.

Logical interface: software implementation that utilizes a network interface to
communicate over the network via channels or ports.

Manufacturer: relevant economic operator in the supply chain (including the device
manufacturer).

Network Interface: physical interface that can be used to access the functionality of
consumer [oT via a network.

Network Operator: The operator and owner of the communication network that
connects the [oT Endpoint Device to the [0oT Service Ecosystem.

Organizational Root of Trust: A set of cryptographic policies and procedures that
govern how identities, applications, and communications can and should be
cryptographically secured.

Owner: User who owns or who purchased the device.

Personal data: Any information relating to an identified or identifiable natural
person.
Personally Identifiable Information (PII): Information that can be used to

distinguish or trace an individual’s identity, either alone or when combined with
other information that is linked or linkable to a specific individual.”

Public security parameter: Security related public information whose modification
can compromise the security of a security module.
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30.

31.
32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42,
43.

Physical interface: Physical port or air interface (such as radio, audio or optical)
used to communicate with the device at the physical layer.

Remotely accessible: Intended to be accessible from outside the local network.

Sensitive data: data that may be used for authentication or may help to identify the
user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs,
MSISDNSs, or IP addresses of the device, as well as files of a system that are needed
for the functionality such as firmware images, patches, drivers or kernel modules.

Security module: Set of hardware, software, and/or firmware that implements
security functions.

Security update: Set of hardware, software, and/or firmware that implements
security functions.

Sensitive security parameters: Critical security parameters and public security
Parameters.

Software service: Software component of a device that is used to support
functionality.

Subscriber Identity Module: The smart card used by a mobile network to
authenticate devices for connection to the mobile network and access to network
services.

Telemetry: Data from a device that can provide information to help the
manufacturer identify issues or information related to device usage.

Trust Anchor: In cryptographic systems with a hierarchical structure, a trust anchor
is an authoritative entity for which trust is assumed and not derived.

Trusted Computing Base: A Trusted Computing Base (TCB) is a conglomeration of
algorithms, policies, and secrets within a device or service. The TCB acts as a module
that allows the device or service to measure its own trustworthiness, gauge the
authenticity of network peers, verify the integrity of messages sent and received to
the device or service, and more. The TCB functions as the base security platform
upon which security devices and services can be built. A TCB’s components will
change depending on the context (a hardware TCB for Endpoints or a software TCB
for cloud services), but the abstract goals, services, procedures, and policies should
be very similar.

UICC: A Secure Element Platform specified in ETSI TS 102 221 can support multiple
standardized network or service authentication applications in cryptographically
separated security domains. It may be embodied in embedded form factors specified
in ETSI TS 102 671.

Unique per device: Unique for each individual device of a given device class or type.
User: natural person or organization
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44. Video surveillance system [b-ITU-T H.626]: A telecommunication service focusing
on video (including audio and image) application technology, which is used to
remotely capture multimedia (such as audio, video, image, alarm signal, etc.) and
present them to the end user in a user-friendly manner, based on a managed
broadband network with ensured quality, security, and reliability.
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Acronyms
2FA
3G
API
APN
BLE
BT
CLP
CPU
DDoS
EEPROM
ENISA
ETSI
GSMA
HTTP
1/0
IoT
IoT SF
IP
LAN
LoRA
LPWAN
LTE-M

MFA

Annexure-II

Two Factor Authentication

Third Generation

Application Program Interface

Access Point Name

Bluetooth Low Energy

Bluetooth

GSMA's Connected Living Programme

Central Processing Unit

Distributed Denial of Service

Electrically Erasable Programmable Read-Only Memory
European Union Agency for Network and Information Security
European Telecommunications Standards Institute
GSM Association

Hypertext Transfer Protocol.

Input-Output

Internet of Things

Internet of Things Security Foundation

Internet Protocol

Local-area Network

Long Range Radio

Low-Power Wide-Area Network

Long Term Evolution-Machine Type Communication

Multi Factor Authentication
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MSISDN - Mobile Station International Subscriber Directory Number

MCU - Micro Controller Unit

NB-IoT - Narrow Band-Internet of Things

NIST - National Institute of Standards and Technology
NFC - Near Field Communication

NVRAM - Non-Volatile Random Access Memory
OEM - Original Equipment Manufacturer

0S - Operating System

OWASP - Open Web Application Security Project
PC - Personal Computer

PII - Personally identifiable information
PSK - Pre-Shared Key

RAM - Random Access Memory

RFID - Radio-frequency identification

ROM - Read Only Memory

SMS - Short Message Service

SSH - Secure Shell Protocol

SRAM - Static Random Access Memory

TCB - Trusted Computing Base

TLS - Transport Layer Security

UICC - Universal Integrated Circuit Card
Wi-Fi - Wireless Fidelity
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Annexure-III

List Of Submissions

List of undertakings to be furnished by OEM for Smart Camera security testing

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)

14)
15)
16)
17)
18)
19)
20)
21)
22)
23)
24)
25)
26)
27)
28)

Hardcoded authentication credentials (Against test case 2.1.A.2)

Trusted Computing Base (Against test case 2.1.C.2)

Root of Trust (Against test case 2.2.B.2)

Consistent authentication security (Against test case 2.2.B.3)
Cryptographic key chain (Against test case 2.9.A.4)

Secret keys in the device family (Against test case 2.10.A.2)

Unofficially documented debug features (Against test case 2.10.B.3)
Software development processes (Against test case 2.10.B.6)

Build environment of each application (Against test case 2.10.B.7)

GPL based firmware (Against test case 2.10.B.8)

Safe equivalents functions (Against test case 2.10.B.9)

Builds of source code (Against test case 2.10.B.10)

Compilers, version control clients, development utilities, and software
development kits (Against test case 2.10.B.11)

Compilation of packages (Against test case 2.10.B.12)

Release builds (Against test case 2.10.B.13)

Debug and release firmware (Against test case 2.10.B.14)

Debug information (Against test case 2.10.B.15)

Vulnerability management related policies (Against test case 2.11.A.1)
Software Component Transparency (Against test case 2.11.A.2)
Continuous monitoring of security vulnerabilities (Against test case 2.11.C.2)
Back doors (Against test case 2.15.A.3)

Time Bombs (Against test case 2.15.A.4)

Minimum access privileges (Against test case 2.15.A.5)

Detection of malicious codes (Against test case 2.15.C.5)

Generation of encryption keys (Against test case 2.19.C.1)

Firmware audit (Against test case 3.7.A.4)

Personal data collection acknowledgement (Against test case 3.7.A.13)
Factory level vulnerability management details (Against test case 3.7.C.10)
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